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Authenticating Challenged E-Mails:
The Problem of Forgery

ANGELA ZAMBRANO AND RICARDO PELLAFONE

This article addresses the problem of authenticating e-mails amidst alle-
gations of forgery and provides a suggested framework for courts to use
when these allegations are present.

One marketing research firm that tracks e-mail statistics estimates
that there are 2.9 billion e-mail accounts worldwide, 730 million of
which are corporate accounts.! It is also estimated that the typical corpo-
rate user sent and received about 110 e-mails each day in 2010.2
As a result of this volume, e-mails are fast becoming the most critical
part of discovery involved in litigation.> Surprisingly, however, there are
few cases examining the methods by which an e-mail may be authenti-
cated for evidentiary use.* For example, when considering authentication
under Federal Rule of Evidence 901(b)(4) (or a state counterpart thereto),
authorities have relied on the generic format of e-mail messages, particu-
larly the presence of e-mail addresses and names in the e-mail “header”
fields — the part of an e-mail that contains the “to,” “from,” and “subject”
lines, along with additional information that is typically hidden from view
in the default setting of most e-mail clients. These authorities reason that

I E -mail communication is an inescapable part of modern litigation.
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plex Commercial Litigation section of Weil, Gotshal & Manges, LLP. Based in the
Dallas office, the authors may be contacted at angela.zambrano@weil.com and
ricardo.pellafone@weil.com, respectively. The authors thank Victoria Neave and
Hallie Graves for their assistance in researching this article.

544

Published in the June 2011 issue of The Financial Fraud Law Report.
Copyright 2011 ALEXeSOLUTIONS, INC. 1-800-572-2797.




AUTHENTICATING CHALLENGED E-MAILS

because these e-mails look like what they are purported to be, they are suf-
ficiently authentic and can be admitted.®

In cases where authenticity is not contested, this standard may be fine.
But e-mail header data — and particularly the simple header data shown
by most e-mail client programs and e-mail print-outs — can be forged by
anyone with basic computer skills.” This raises the question of what courts
should do when specific allegations of forgery are present.® The few courts
that have attempted to answer this question have arguably confused matters
further, and they are so fact-specific that they provide no assistance to a
party or court seeking guidance on how to handle a similar fact pattern.

This article addresses the problem of authenticating e-mails amidst al-
legations of forgery and provides a suggested framework for courts to use
when these allegations are present. To that end, the first part discusses the
basics of e-mail as a communication medium, including an explanation of
how e-mails can be easily forged. The second part of this article discusses
the current law on e-mail authentication, both at the initial authentication
stage and after an e-mail’s authenticity has been challenged. The article
then provides a suggested framework for courts to use when faced with a
potentially forged e-mail and conclusions.

E-MAILS: MECHANICS AND FORGERY

Not every e-mail is from its purported sender. E-mail can be easily
forged; in its simplest forms, forgery takes the shape of a person attempt-
ing to create a document in a word processing program that resembles an
e-mail’ or someone with access to another person’s account information
logging in to that person’s account and sending e-mails as them.'® While
these are easily-recognized examples, they are crude and — ironically —
often more difficult to execute than more sophisticated forgeries.!!

A more serious threat is the fact that e-mail itself is a generally inse-
cure medium that lacks authentication.”> For example, the involvement
of multiple service providers that are used to gain access to the Internet
and send e-mail, such as the local cable company or e-mail providers like
Yahoo or Google, complicates authentication due to the different layers of
security or lack thereof."® “[U]nlike former days when a user’s posts were
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easily traceable through [an] online access provider [like AOL]’s billing
records, today, the World Wide Web host of an e-mail...service obtains
only as much information about an individual as it requires for registra-
tion, and even then, there are few checks to ensure the validity and accu-
racy of that information.”'* As a result, in many cases a person can send an
e-mail under any name or e-mail address that they like, fooling credulous
users who assume that the simple header data displayed by their e-mail
client is reliable. Next, this section explains the basics of how e-mail
protocols work, followed by a discussion of how they can be exploited.
This section then discusses why these exploits are so effective and gives
examples of common ways they are used.

Simple Mail Transfer Protocol: How E-mail Works

E-mail messages are generally relayed according to a technological
protocol named the Simple Mail Transfer Protocol, or SMTP."> SMTP was
originally written in 1982 and is still the most commonly-used e-mail pro-
tocol today.'® SMTP was designed as a system based on trust; as a result,
it is less secure than most end-users assume.'’

As its name implies, SMTP works in a fairly uncomplicated fashion.
First, the sender’s computer establishes a connection to the e-mail server
and greets it with a “hello” command — “HELO” or “EHLO,” depending
on how complex the sender wants their e-mail message to be'® — followed
by the domain where the sender’s e-mail address is registered.!” This lets
the SMTP server know that the sender’s computer is attempting to send an
e-mail through the server, and assuming the request is formatted properly,
the SMTP server responds by recognizing the greeting and readying itself
for the e-mail message.® Next, the sender’s computer transmits the sender’s
e-mail address to the SMTP server, followed by the recipient’s address.”!
Finally, the sender’s computer sends the actual e-mail message itself, along
with any data it wants to include in the header (for example, displaying that
the message is from “John Doe” instead of johndoe@emailaddress.com),
and then ends the connection.”? The SMTP server interprets all of this data
and delivers or relays the message to the appropriate e-mail address.”

This all seems simple and secure enough, and it happens countless
times a day behind the scenes of a computer- or Web-based e-mail pro-
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gram.”* But notice what is missing: a check by the SMTP server that any
of the data it is receiving is authentic.” All the SMTP server does is make
sure the information is in a form that it can use, not that the data is actually
coming from where it is purporting to originate.?* When this information
is intentionally forged, it is called spoofing.?’

E-mail Spoofing: How it Works

E-mail spoofing is accomplished by telling the SMTP server fraudu-
lent information. When a SMTP server requires the spoofer to specify the
domain where the spoofer’s e-mail address is registered, it does not check
if the domain is the actual domain the spoofer is using.”® Thus, when a
spoofer begins the SMTP connection, they can specify any random do-
main after the “hello” command, whether it is the correct one or not — and
in many cases, whether it is even an existing domain at all — so long as it
is formatted properly.”” SMTP servers also do not check the veracity of the
sender’s e-mail address or the content of the message itself, which allows
a spoofer to easily pose as someone else by putting in false information.*
The only way to detect the fraud is to review the e-mail’s full header data®!
to view the sender’s IP address* and the servers the e-mail passed through;
hidden by default in almost every e-mail program, this information can
be obtained through a request for production of metadata related to the
e-mail*® or by a subpoena to the e-mail service provider.** However, even
an e-mail’s full header data can be forged or obscured.*

Even worse, the same e-mail programs that most people use to send
and receive e-mails make spoofing user-friendly.** A spoofer can sim-
ply change the display name and return address in their e-mail program.’
Since most e-mail programs only display simple header data, this is an
effective method of spoofing unsophisticated users.*® And for individu-
als who do not even wish to take that step, companies such as hoaxMail
and Sharpmail provide automated spoofing services for a fee.” Finally,
because all of these methods allow the spoofer to forge the sender’s e-mail
address and/or put a different address in the “reply-to” header field, press-
ing the “reply” button will do nothing to determine the true sender; the
e-mail address that appears in the “to” field of the recipient’s e-mail client
can be whatever the spoofer wants it to be.* In some instances, forging
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this field is the spoofer’s main goal.*!

More advanced e-mail protocols have been developed to attempt to
provide some method of authentication that can be used to end spoofing,
and their implementation can be an effective, ** if burdensome,* tool in
the fight against spoofed e-mails. While these authentication schemes can
frustrate spammers and large-scale phishing schemes, they still can be cir-
cumvented by dedicated spoofers.*

Spoofing has been around almost as long as SMTP, and it will continue
to be around for the foreseeable future.** Even if the information security
community succeeds in implementing a new protocol that is effective in
preventing large-scale spoofing by spammers and phishing scammers, this
will not stop individual, targeted spoofing. After all, spoofing is popular
for one simple reason: it works. We now turn to the question of why this
is the case, and discuss forms of common spoofing attacks.

E-mail Spoofing: Why it Works and Examples

A spoofing attack will only succeed if the targeted user believes that
the e-mail came from its purported source. This kind of attack relies on a
tactic known as “social engineering,” which relies on the power of persua-
sion and human psychology over technological expertise.*® A person who
has gained the trust of an unwitting user can cause an incredible amount of
damage. Kevin Mitnick, a famous hacker and the most-wanted computer
criminal in United States history at the time of his arrest,*” exclusively
used social engineering tactics throughout his hacking career.*®

Spoofing tends to work because most people are trusting, not particu-
larly technologically savvy, and desire to be helpful.* Thus, even if a
victim is otherwise sophisticated and educated, they will tend to trust the
stated source, even when it goes against what they know of the sender.*
This is not only true in individual cases, but in the population as a whole:
people generally trust that e-mail headers provide them with reliable infor-
mation, and scammers routinely try to take advantage of that fact for their
own benefit. To illustrate how prevalent this trust is, and how effective a
scam that exploits it can be, we now examine three popular methods of
exploitation: worms, phishing scams, and Joe Jobs.
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Worms

A worm is a self-replicating computer program that spreads by caus-
ing an infected computer to send out more versions of itself across a net-
work.’! Typically, a user receives a worm from someone they know, either
embedded in an e-mail or sent as an attachment.>> When the user opens
the e-mail or attachment, the script or program runs, automatically scan-
ning the user’s e-mail address book and sending itself to all of those ad-
dresses.”® Since the worm is sending itself out from the infected user’s
e-mail program, the recipients believe that the worm was sent by someone
they know, open the e-mail or attachment, and the process starts again.>*

Worms are not true spoofing attacks in the sense that the e-mails used
to spread the worm actually are being sent from the source they claim to
be, albeit unintentionally so.®> But they are effective because they rely on
the same method of deception used by typical spoofing attacks; users tend
to blindly accept things that they believe to be sent by parties they trust.
When this fact is exploited by a worm, the results can be devastating; in
2004, the “MyDoom” worm caused an estimated $250 million in dam-
age,>® and infection became so widespread that e-mails sent by the worm at
the peak of its activity accounted for 20 to 30 percent of all e-mail traffic.”’

Phishing Scams

A “phishing” scam uses spoofed e-mails and fraudulent Web sites to
trick users into divulging sensitive information to the scammer.>® Phishing
scams are a common — and effective — way for identity theft to occur.*
In a typical phishing scam, the scammer identifies a financially conse-
quential group of potential victims — for example, the online customers
of a bank.®® Then, the scammer sends out spoofed e-mails that purport to
be from the bank.®" Diligent scammers will supplement this basic forg-
ery with other elements of brand authenticity — for example, they may
include an image from the bank’s Web site or a trailer used by the bank.®
The e-mail will request that the user take some sort of urgent action by
logging in to the bank’s Web site to update or verify information, and will
provide a link in the e-mail itself.

Users who click on the link will be directed to an official-looking but

549



FINANCIAL FRAUD LAW REPORT

fraudulent Web site; the scammers create a copy of the log-in page from
the targeted institution and create an alternate page at their own Web site.*
If the user does not check the actual Web address, relying only on the ap-
pearance of the site itself, they will be sending any information they enter
into the site directly to the phishing scammers.® The scammers will then
take that opportunity to log into the user’s account and clean it out — and
if the information that they have phished lets them do so, engage in further
identity theft and proceed to establish new accounts and lines of credit us-
ing the victim’s information.®® Phishing scams are very popular and have
targeted entities such as Citibank,*”” Wells Fargo,*® Gmail,* and Myspace.
com.” Once again, these scams work because users play along; here, the
user’s trust in simple header data causes them to not just open an e-mail or
attachment, but take action and divulge sensitive personal information as
well.

Joe Jobs

Finally, a “Joe Job” is a method of using spoofed e-mails to malign
the reputation of another person or organization.”" This attack was named
after Joe Doll, its first victim.” Doll runs Joe’s Cyberpost, a Web site that
historically offered free Web hosting services to individuals.”® In 1997, a
spammer started using Doll’s service to plague other users with spam.’™
After Doll warned the spammer and the conduct continued unabated, Doll
deleted the spammer’s account.”” The spammer retaliated by sending
millions of spam messages with forged headers stating that the messages
originated from Doll.”® Doll was buried under the responses from furious
recipients, and subsequent attacks of this type now bear his name.”

Thus, in this method, the attacker will put offensive content into the
body of the e-mail and then spoof the e-mail’s header data to make the e-
mails appear to be coming from the victim.”® The outraged recipients then
retaliate against the victim, who only becomes aware of the attack when
e-mails begin pouring in from angry recipients.”

Despite its simplicity — reviewing the full header data would dem-
onstrate the forgery — the Joe Job is a highly effective method of attack,
even against sophisticated parties. Francis Boyle, a law professor at the
University of Illinois and pro-Palestinian activist, came back from a vaca-
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tion in 2002 to find 55,000 messages in his e-mail inbox.** Boyle had fall-
en victim to a Joe Job that had him purportedly writing “when I see in the
newspapers that civilians in Afghanistan or the West Bank were killed by
American or Israeli troops, I don’t really care.”! Even though Boyle was
a well-known pro-Palestinian activist, he had to spend days issuing apolo-
gies to colleagues and friends who believed that the wildly anti-Palestinian
remark had actually originated from him.?

Boyle’s case illustrates how much users tend to rely on simple header
data as inherently reliable. Even though the content of the Joe Job was the
exact opposite of what people knew to be true about him, many believed
that the e-mail was genuine because they relied on the forged header data.
This problem is not limited to casual Internet users or credulous individu-
als, but impacts highly sophisticated and educated people.

This translates into a significant problem in court. When e-mail print-
outs are offered into evidence, they will only contain the e-mail’s easily-
forged simple header data in nearly every case. And since, as explained
above, even sophisticated individuals tend to trust this information, a
forged e-mail that makes its way into evidence has the potential to be
massively prejudicial. As a result, the court’s work in authenticating a
proffered e-mail for evidentiary purposes is incredibly important. In the
next section, the cases that have sought to undertake this analysis to date
are examined.

CURRENT STANDARDS FOR THE EVIDENTIARY AUTHENTICA-
TION OF E-MAILS

Evidence may only be admitted if it is shown to be authentic, and
electronic evidence is no exception to this rule.® This requirement is met
when a party offers evidence sufficient to support a finding that the piece
of evidence in question is what the party claims it to be.** For example,
the proponent “need only adduce evidence that the document is an e-mail”
between certain persons, “not that the contents of the e-mail are the actual
thoughts of the author.”® Thus, the court does not need to actually find that
the evidence is what the party claims it is, only that a jury could make that
finding based on the information that the party has offered — information
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that, for e-mail evidence, must itself constitute admissible evidence.®® In
the context of computer-based evidence, this finding of reliability includes
an analysis of factors unique to this type of evidence, such as the security
of the system that generated the evidence.*” Ultimately, authentication
ensures that evidence is trustworthy, which is of particular importance if
the evidence involves hearsay — as in the case of almost every e-mail.

In this section, we discuss the current standards applicable to efforts
to authenticate e-mails for evidentiary purposes. First, the basic standards
for authenticating unchallenged e-mails is addressed. The few cases where
specific claims of forgery have been raised will also be discussed.

Authentication: The Basic Standards

Although courts are increasingly faced with the issue of admitting e-
mails into evidence, few reported decisions examine the issue in depth.
Indeed, in the absence of a challenge to the authenticity of a specific e-
mail, courts have generally followed the analysis of the three cases that
dominate this area of law.

U.S. v. Siddiqui

The rules on the initial showing required for authenticity were first
outlined by the Eleventh Circuit in its U.S. v. Siddiqui opinion.* Mo-
hamed Siddiqui was an Indian citizen who was a visiting professor at the
University of South Alabama in 1996.”° Siddiqui was nominated for the
Waterman Award that year, a $500,000 research grant issued by the Na-
tional Science Foundation (“NSF”) to an outstanding scientist or engi-
neer.”’ The form nominating Siddiqui listed references and included a
form recommending Siddiqui that was signed by a Dr. von Gunten, one of
the references listed on the form.”” The nominating form was filled out by
a Dr. Hamuri Yamada.”

Unfortunately, neither von Gunten nor Yamada had any knowledge of
this; Siddiqui had fabricated the whole thing.”* After Siddiqui fraudulently
submitted the package on Yamada’s behalf, Siddiqui e-mailed Yamada and
asked her to “please tell good words about me” if the NSF called.” Sid-
diqui also sent an e-mail to von Gunten, asking von Gunten to tell the
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NSF that von Gunten had given Siddiqui permission to use von Gunten’s
name.” Both e-mails were admitted into evidence, and Siddiqui was con-
victed of fraud, providing false statements to a federal agency, and ob-
struction in connection with a federal investigation.”” He appealed on sev-
eral grounds, including that the district court erred by entering the e-mails
into evidence without proper authentication.”®

The Eleventh Circuit held that the district court did not abuse its dis-
cretion in admitting the e-mails.” In doing so, the court referenced a
“number of factors” that supported the e-mails’ authenticity under Federal
Rule of Evidence 901(b)(4), including the fact that the content of the e-
mails showed that the sender had knowledge of Siddiqui’s conduct, that
the sender referred to himself by Siddiqui’s nickname, and that Siddiqui
himself later repeated the requests contained in the e-mails in phone calls to
von Gunten and Yamada.'” The court also referenced two factors unique
to e-mail messages: that the e-mails sent to von Gunten and Yamada “bore
Siddiqui’s e-mail address” and that von Gunten had testified “that when
he replied to the e-mail apparently sent by Siddiqui, the ‘reply-function’
on von Gunten’s e-mail system automatically dialed Siddiqui’s e-mail ad-
dress as the sender.”'”!

U.S. v. Safavian

The next major opinion came six years later, from the District Court
for the District of Columbia in its 2006 U.S. v. Safavian opinion.'”* Safa-
vian concerned the Jack Abramoff scandal, and the e-mails at issue were
thousands of e-mails produced from Greenberg Traurig, LLP, Abramoft’s
former employer.!”® The government attempted to enter the e-mails into
evidence en masse; after holding that the e-mails could not be admitted as
self-authenticating, the court turned to authentication under Rule 901.'%
Citing to Siddiqui, the court held that “most of the proffered exhibits”
could be authenticated under Rule 901(b)(4), using the evidence’s “dis-
tinctive characteristics and the like,” including “[a]ppearance, contents,
substance, internal patterns, or other distinctive characteristics, taken in
conjunction with circumstances.”!%

Specifically, the court found that the “distinctive characteristics” pres-
ent in the proffered e-mails included the “actual e-mail addresses contain-
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ing the ‘@’ symbol, widely known to be part of an e-mail address,” the
fact that most of the e-mail addresses contained the name of the person at-
tached to the address, and that the e-mails frequently contained the names
of the sender or recipient in the body and header.'® Those facts, combined
with the content of the e-mails that concerned the matters at issue, suf-
ficiently authenticated the e-mails to permit their admissibility.'”” More-
over, once one e-mail from a given e-mail address was found sufficiently
authentic, all other e-mails from that address were automatically found
authentic by comparison to the first e-mail under Federal Rule of Evidence
901(b)(3)."8

After authenticating the e-mails at issue, the court turned to the de-
fendant’s contention that e-mails were untrustworthy in general, particu-
larly those that had been embedded within other e-mails as a result of the
e-mails being forwarded, or that had been embedded as the originating
e-mail in a reply.!” The court acknowledged that the embedded e-mails
could have been altered, but refused to allow the mere possibility of altera-
tion as a basis for excluding the e-mails as unidentified or unauthenticated
as a matter of course.!'® Because the defendant had not raised any specific
evidence showing alteration — instead attempting to generally exclude
the e-mails as being inherently untrustworthy because they were e-mails
— the court admitted the e-mails and instructed the defendant that its argu-
ments were more appropriately directed to the weight the jury should give
the evidence.'"

Lorraine v. Markel Am. Ins. Co.

Finally, the District of Maryland’s 2007 opinion in Lorraine v. Markel
Am. Ins. Co. provides a much-heralded discussion of authentication stan-
dards applicable to electronic evidence.!'? Lorraine gives an exhaustive
view of evidentiary issues in electronic discovery overall, and it has been
hailed as a watershed moment in the field.""* But Lorraine also reflects
the limited analysis available on e-mail authentication, basing its analysis
almost exclusively on Weinstein’s Federal Evidence treatise.''

Lorraine concerned a suit brought to enforce an arbitrator’s award.!''s
After discovery, both sides moved for summary judgment, which the court
dismissed without prejudice because neither party had produced any ad-
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missible evidence; although e-mails constituting parol evidence were at
the heart of the dispute, neither party authenticated any of their proffered
e-mails, instead attaching them as exhibits to their motions.!'¢ After dis-
missing the motions, the court informed the parties that it intended to file
a more comprehensive opinion that explained its ruling; this opinion is
Lorraine.""

After providing that background, the court undertook an effort to pro-
vide the parties and the bar at large with a comprehensive analysis of the
issues associated with electronic evidence.'® The court then discussed
general authentication issues at length before turning to specific types of
electronic evidence, beginning with e-mails.'”

Lorraine’s examination of the existing authorities on e-mail authen-
tication is short, as the available analysis is limited.'”™ The court focus-
es exclusively on the analysis in § 900.07[3][c] of Weinstein’s treatise,
which provides for two methods of authenticating e-mails: by the distinc-
tive characteristics standard of Federal Rule of Evidence 901(b)(4) and
as a self-authenticating business record under Federal Rule of Evidence
902(7)."?" As to the former, Weinstein offers several distinctive charac-
teristics that can be used to authenticate an e-mail.'?? First, a print-out of
an e-mail typically bears the sender’s e-mail address, which provides cir-
cumstantial evidence that the message was transmitted by that person.'?
Second, the reply function in an e-mail program “automatically routes the
message to the address from which the original message came,” so us-
ing this function can demonstrate that the reply message would be sent to
the sender’s listed e-mail address.'” Weinstein notes that a sender’s ad-
dress is, by itself, insufficient, as someone could have gained access to the
sender’s account; because of this, authentication requires testimony from a
person with personal knowledge of the e-mail’s transmission or receipt.'?

This is the extent of Lorraine’s discussion of authenticating e-mails
specifically; the court cites to a total of four cases to demonstrate that
courts have approved Weinstein’s methods: Siddiqui and Safavian for the
“distinctive characteristics” analysis,'*® one case for the general propo-
sition that e-mails can be authenticated by direct or circumstantial evi-
dence,'”” and one case to support authentication of qualified e-mails as
business records.'
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Prima Facie Authentication Generally: Methods and Problems

In sum, these cases and their progeny demonstrate that e-mails may
be initially authenticated by many means.!? E-mails can be authenticated
by a lay or expert witness with personal knowledge through live testi-
mony,'*" affidavit,"! or deposition.'*> E-mails may be authenticated by
the author’s own actions.'** E-mails are deemed authentic when produced
under oath in discovery'** or when produced by the party that is challeng-
ing the e-mail’s authenticity when offered by the other party.’®> E-mails
may be authenticated as business records,'* by trade inscriptions,'?” or by
reference to a previously-authenticated exemplar.'*® And e-mails may be
authenticated by their “distinctive characteristics”'** or surrounding cir-
cumstances.'? In a few instances, courts have considered whether e-mails
possessed “significant indicia of trustworthiness.”'#!

These standards only address the initial showing. They are insuffi-
cient when authenticity is at issue. Because the very purpose of a spoofed
e-mail is to appear authentic, these standards — which generally rely on
the appearance of the proffered e-mail in some way — do nothing to pre-
vent a spoofed e-mail from finding its way into evidence.

When a party attempts to authenticate an e-mail using its distinctive
characteristics, authorities have focused on the data contained in an e-
mail’s “to,” “from,” “subject” or “re,” and “date” fields as the source of
this information.'** All of this information is contained in the “header”
of an e-mail, the portion of an e-mail that contains the information about
who sent the e-mail, who it was sent to, when it was sent, and how it was
transmitted.'** In most e-mail programs and print-outs of e-mails, this data
appears in a limited form as the “from,” “to,” “date,” and “subject” or “re:”
fields; '* we refer to this as the “simple header,” and it is the information
that authorities have referred to as an e-mail’s distinctive characteristics.'*

The problem with using an e-mail’s simple header data as the source
of'its distinctive characteristics is that simple header data can be very easi-
ly forged, both in appearance and function.'*® Although these issues do not
mean that e-mails are generally unreliable,'’ they do mean that the simple
header standard is unhelpful for authentication in cases when there are
specific allegations of forgery; the standard will do nothing to determine
whether the e-mail is genuine or not. Ifall a party has to do to authenticate
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an e-mail is attest that they received it, that the simple header contains
the sender’s e-mail address or name, and that the sender’s e-mail address
automatically appeared in the “to” field when the party pressed “reply,”
then they can truthfully offer that testimony even when they have altered
the contents of the message'*® or fabricated an entire e-mail that they sent
themselves.'*

Of course, the fact that e-mails can be forged will not exclude an oth-
erwise authenticated e-mail.'® Nor will a bald assertion of forgery that is
unsupported by evidence.””! But where specific, evidence-backed allega-
tions of forgery of evidence are present, the previous cases'> are simply not
instructive. Thus, we now turn to a discussion of the cases that have been
faced with the more difficult situation involving allegations of forgery.

Determining Authenticity in the Face of Specific, Evidence-
Backed Forgery Allegations

Specific, evidence-backed allegations of e-mail forgery are rare — of-
ten the question of forgery turns out to be unnecessary because the pro-
ponent has failed to make any showing of authenticity in the first place.'>
When the issue has arisen, the factual complexity of the allegations and
testimony has yielded a confusing — or arguably incorrect — decision by
the court faced with the evidence. None of the decisions reference each
other, and their discussion of applicable precedent on e-mail authentica-
tion is scant — where it exists at all. Accordingly, we now address each of
the cases that have considered this issue.

The dueling affidavits: Chiu v. Plano ISD

Chiu v. Plano Independent School District is the earliest and most
straightforward of the decisions involving allegations of e-mail forgery.'**
In Chiu, a group of parents clashed with the superintendent of their school
district over a new math curriculum.'”® The parents, who opposed the new
curriculum, claimed that the superintendent had sent an e-mail to all prin-
cipals that targeted the parents’ views in an effort to exercise in viewpoint
discrimination.'”® The superintendent executed an affidavit unequivocally
denying authoring the e-mail; a parent executed an affidavit stating that she
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had received the e-mail from a school employee, who in turn had received it
from one of the principals, and that she had “no reason to believe” that the
e-mail had been altered or had not been received by the principal.'”” There
was no additional testimony or evidence supporting or attacking the e-mail,
and, in upholding the district court’s denial of the school district’s motion for
summary judgment, the Fifth Circuit held that a genuine issue of material
fact existed as to the authenticity of the e-mail,'® which the district court had
correctly recognized “would be a question for the jury.”'>

Chiu is an easy case; in the absence of any forensic evidence, the court
simply had to weigh the appearance of the e-mail against the testimonial
evidence. With the purported author disavowing authorship, and the pro-
ponent disavowing forgery, the court was faced with admissible evidence
that could have supported either conclusion. Thus, the decision to admit
the evidence and allow the jury to determine its ultimate authenticity was
undoubtedly correct.

Dueling affidavits redux: Munshani v. Signal Lake Venture Fund Il

The second decision, Munshani v. Signal Lake Venture Fund II, LP, is
factually similar to Chiu, but the court handled the allegations of fraud in
a different manner.'® In Munshani, the plaintiff claimed that he had raised
funds for the defendant venture capitalists on the basis of oral promises
they had made to him.'®" In response, the defendants raised the affirma-
tive defense of the Statute of Frauds.'®* The plaintiff then produced an
e-mail that he claimed he had received from the president of the largest
company in the defendants’ venture capital portfolio that supported his
allegations.'®® Both the plaintiff and the alleged sender offered affidavits,
respectively affirming and attacking the authenticity of the e-mail.'** The
plaintiff suggested that the court appoint a neutral expert to investigate
each party’s allegations, which the court did.'®

After seven months of investigation, the court-appointed expert con-
cluded that the e-mail was “clearly not authentic.”'®® The judge allowed
the parties an opportunity to comment on the expert’s conclusions; the
plaintiff offered no objections, but filed a written response on the last day
of the comment period invoking his privilege against self-incrimination.'®’
The judge inferred that the e-mail was wholly false and a “deliberate and
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intentional fraud on the court.”'®® The plaintiff’s complaint was dismissed
with prejudice, and he was ordered to pay the costs and fees of the expert,
as well as the fees and costs related to the defense attorneys’ discovery of
the fraud.'® The Massachusetts Appeals Court upheld these remedies on
appeal, noting that, “in brief, the judge, in the exercise of inherent powers,
acted within his discretion in ordering dismissal.”!”

Introducing forensic testimony: People v. Downin

In People v. Downin, the earliest decision involving forensic evidence
(here, in the form of testimony), the Illinois Appellate Court considered a
convicted sex offender’s claims that the trial court should have excluded
e-mails that he allegedly sent to his victim that contained admissions of
guilt.'”t The appellant, Nicholas Downin, pointed to testimony from the
victim’s friends, who had testified that the victim had access to the defen-
dant’s e-mail account and had said that “if she was having problems with
a man she could create trouble for him by falsifying e-mails.”'”> Downin
also pointed to testimony from an e-mail and computer expert, who stated
that the e-mail at issue appeared to have been sent from Downin’s e-mail
address, which was registered at the galesburg.net domain, “through the
website ‘hotmail,” run by Microsoft.”'”® The expert further testified that
the only way to truly authenticate the e-mail would be by examining the IP
addresses, which were not present in the exhibit.!”

In support of the e-mail’s authenticity, the victim testified that she had
sent an e-mail to Downin at the same e-mail address she had used for him
previously, and that she had received a reply from that address.!” That,
combined with the fact that the e-mail in question was responsive to the
victim’s e-mail and contained information known exclusively to the victim
and Downin, was sufficient for the court to hold that the prosecution had
satisfied its burden.'” The appellate court found that the trial court had
properly admitted the e-mail and considered Downin’s arguments about its
authenticity as a matter of the weight it should assign to the e-mail.'”’

On those grounds, the appellate court’s decision is confusing. Downin
pointed to specific evidence that supported his contention that the e-mail had
been fabricated, and the prosecution’s showing of authenticity was lacking.
Because the victim had access to the defendant’s e-mail account and had
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stated that she could fabricate e-mails from him, it seems inappropriate to
find that a response to her e-mail from his e-mail address sufficiently estab-
lished authenticity — the victim could have responded to the e-mail herself,
and by definition, she would have known information “known exclusively
to her and Downin.”'”® Likewise, the victim’s testimony that she “received
areply from Downin’s e-mail address at her e-mail address” does not estab-
lish authentication — could have been truthfully made even if the victim had
logged into Downin’s account and sent the e-mail herself.!”

In fact, the reason that best justifies the court’s conclusion rests on
what is missing from the opinion: any evidence that Downin affirmatively
disavowed the e-mail’s authenticity prior to its admission.®® Although
Downin raised several reasons why the e-mail’s authenticity should be
questioned, the opinion is silent as to whether he elected to undertake
the most fundamental attack on its authenticity — testifying that he did
not send the e-mail before the e-mail was admitted into evidence.'®' If
he did not — and otherwise did testify (thus making concerns of Fifth
Amendment waiver moot) — the appellate court’s decision is likely cor-
rect; Downin’s other allegations of forgery mean very little if he declined
to testify that he actually did not send the e-mail.'®* Conversely, if he had
so testified or had declined to testify at all, then the Appellate Court’s deci-
sion becomes more muddled; if Downin had unequivocally denied send-
ing the e-mail, and the victim’s testimony only described the e-mail with-
out stating that the e-mail had not been forged or altered, then the e-mail
perhaps should have been excluded — particularly given that the victim
had access to Donwin’s e-mail account and claimed that she would forge
e-mails to get men into trouble.'®3 The opposite conclusion may have been
appropriate if Downin had generally refused to testify — in which case the
court’s finding of authenticity draws uncomfortable questions of whether
his silence was used against him as an implicit admission of the e-mails’
authenticity.”® None of this information was discussed by the court, how-
ever, and in its absence the opinion sheds little light on the situation.

Using forensic data: Brown v. Great-West Healthcare

In the fourth case, Brown v. Great-West Healthcare, several plaintiffs
brought employment actions alleging discrimination under Title VIL.'$
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The plaintiffs offered paper copies of 11 e-mails into evidence which
contained racially offensive statements about African Americans, both in
general and specifically targeted at some of the plaintiffs.'¢ None of the
plaintiffs were recipients of the e-mails; they had been exchanged among
three other Great-West employees, all of whom denied sending or receiv-
ing them."®” One of the plaintiffs came into possession of the e-mails when
they were left on her desk chair one day.'® A former computer adminis-
trator for Great-West testified that they had seen a racially offensive e-
mail about one of the plaintiffs on the computer screen of one of the three
employees implicated in the e-mails, but the testimony was considered to
be “vague” and constituted the only evidence that any racially offensive
e-mails had ever been seen on a computer screen.'®

Both parties retained computer experts, neither of whom were able
to determine if the e-mails in question were authentic.!® Neither expert
found the e-mails on Great-West’s computer system; Great-West’s expert,
however, found copies of other e-mails that were identical to the e-mails
at issue but lacked the racially offensive statements.'”! Great-West’s ex-
pert testified that he believed that the racially offensive e-mails were the
forged versions, and that they could have been fabricated by someone who
had access to one of the three employees’ passwords, which would have
allowed that person to alter the originals and then print them out without
saving the changes to the authentic versions; other testimony established
that one of the plaintiffs did have such access.'*

Great-West moved for summary judgment, filing a separate motion
to exclude the e-mails from consideration.'”® Great-West argued that the
testimony of the involved employees denying ever having sent or received
the e-mails, the lack of evidence demonstrating that they had ever existed
on Great-West’s servers, the inability of forensic experts to authenticate
them, the presence of identical e-mails that lacked the offensive content
on Great-West’s servers, and the fact that one of the plaintiffs had access
to the purported sender’s e-mail account meant that the e-mails were in-
authentic.”* The plaintiffs responded that they had established the requi-
site prima facie case because the e-mails stylistically matched properly
authenticated e-mails from their alleged sender, the e-mails appeared to
be from their purported senders, and the purported sender had made other
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racially insensitive remarks to the plaintiffs.'”® In its reply, Great-West
argued that, because it had challenged the authenticity of the e-mails, the
plaintiffs now had to carry a more demanding burden than a prima facie
showing, and that, in the face of Great-West’s proffered evidence of forg-
ery, they had failed to do so.'¢

The Northern District of Georgia excluded the e-mails, holding that
the evidence that the plaintiffs had offered in support of authenticity did
not overcome the evidence offered by Great-West."”” Specifically, the evi-
dence of other “racially-tinged” remarks or actions by the purported au-
thors of the e-mails and similarities in style between the e-mails in question
and those that were known to be authentic was not enough to overcome the
fact that “(1) Brown found the questioned e-mails on her chair; (2) Brown
had access to [one employee’s] private e-mail account; (3) neither party’s
expert could find the questioned e-mails on Great-West’s computer sys-
tem; and (4) the purported authors and recipients den[ied] that they [were]
authentic.”'*®

Left unsaid by the court is the fact that, although they had been on
notice for months that Great-West challenged the authenticity of the e-
mails — and that the obvious implication was that the plaintiffs had forged
them — none of the plaintiffs testified that, to their knowledge, the e-mails
had not been altered or forged. Instead, the plaintiffs’ briefing goes to
great lengths to avoid making this claim, instead focusing on the way the
e-mails appeared even after they had been on notice of the specific chal-
lenges that Great-West made to their authenticity.'*

Searching back-up tapes: Bell v. Rochester Gas & Electric Corp.

Finally, Bell v. Rochester Gas & Electric Corp., a decision recently af-
firmed by the United States Court of Appeals for the Second Circuit, was
another employment discrimination case strikingly similar to Brown.*
Bell was an African-American contract employee of Energetix, Inc. (“En-
ergetix”’) who had been suspended and then terminated in late May 2002,
for allegedly attempting to alter his wife’s gas contract in order to obtain
a lower billing rate.”®' Bell brought suit, claiming that this reason for his
termination was pretextual.*®> In support of this allegation, Bell offered
a document that appeared to be a print-out of an e-mail sent from his su-
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pervisor to two other supervisors.?”®> This e-mail had been sent around the
time of the meeting when the supervisor suspended Bell on May 21, 2002,
and consisted of a single sentence: “The jig has been lynched.”** The e-
mail print-out was sent to Bell’s attorney by another Energetix employee,
who found it commingled with papers she had printed off and removed
from a shared printer “weeks or months” after Bell had been terminated;?%
she testified that she had not created or altered the e-mail, and she only
vaguely knew Bell and his supervisors.? Bell argued that this e-mail,
which contained obvious slurs against African-Americans, referred to him
and his suspension, and was evidence that his termination was based on
racial animus.?"”

Energetix moved to exclude the e-mail as unauthenticated and offered
several reasons why the e-mail was inauthentic.® First, the supervisors
all denied any involvement with the e-mail.? Energetix conducted an
internal investigation and determined that there was no evidence on any
of the supervisor’s hard drives that they had ever received, sent, stored,
or deleted the e-mail.?'® Energetix then retained an outside vendor to re-
store backup tapes and search for electronic copies of the e-mail; it was
not found on any of the tapes, although it was possible that the e-mail
could have still been sent and deleted without being captured on a tape.*!!
Energetix retained a different outside vendor to examine the supervisors’
hard drives again; nothing was found on two of the hard drives, but the
third had been corrupted and could not be examined.?'> Finally, Energetix
maintained that the e-mail did not resemble other e-mails that had been
printed out, and it appeared to have been created in a word processor or
other program.?'3

Bell argued that the e-mail could have been sent and overwritten be-
tween its noted sent date of May 21, 2002, and June 2, 2002, the date that
Energetix ran the next back-up tape, but did not offer any expert opinion or
other evidence to suggest that this was the case.”'* Bell also admitted that
no electronic evidence of the e-mail had been located that could have been
used to confirm its origin,?'* and that he personally did not know whether
the e-mail had been forged.>'®

The Western District of New York excluded the e-mail from evidence,
holding that Bell had failed to show that the e-mail had not been fabricated.
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The court reasoned that Energetix had offered evidence that showed that
the e-mail had been fabricated in its testimony about the work of its outside
vendors,”'” and that it would have been impossible for the supervisor to have
printed out the e-mail from his computer “weeks or months” after May 21,
2002, when the other employee discovered it on the printer, and still escape
capture on the June 2, 2002 back-up tape.?’* On appeal, the Second Circuit
found no abuse of discretion and affirmed the district court’s exclusion of
the e-mail “[g]iven, for example, the lack of evidence that the email was
ever sent or received through Energetix’s email system.”*!

Thus, unlike in Brown, there was no evidence that anything close to
that e-mail had ever existed on Energetix’s servers that would have indi-
cated that the e-mail at issue was a forgery. And although the evidence in
the record trends towards a finding that the e-mail was inauthentic, there
was no hard evidence that would clearly exclude it as a forgery. Ironically,
Energetix’s argument that the court did not address — that the e-mail’s
format did not match any other known e-mail from Energetix’s system,
using a different font, spacing, and format than any other authenticated
message — is easily the most persuasive argument in favor of a finding
that the e-mail should have been excluded from evidence, as it negates
Bell’s sole authenticity argument, which was premised upon the distinc-
tive characteristics of the e-mail 2

Authenticating Allegedly Forged E-mails: Making Sense of it All

The relevant cases present two distinct situations. On the one hand,
e-mails with authenticity not in dispute can be authenticated by a myriad
of methods, and the ways that this can be done are relatively well-settled
and uncontroversial.*?! On the other hand, when an adversary has raised a
specific, evidence-backed allegation of forgery, no consensus exists for how
to proceed. Although the simple situations presented by Chiu and Munshani
— where forensic evidence is not at play, and the court is faced with dueling
affidavits or other testimony — make for a fairly straightforward analysis,***
the fact patterns faced by the courts in Downin, Bell, and Brown created
highly fact-specific opinions that are ultimately unhelpful for proscriptive
purposes.’”® None of the courts attempted to undertake any systematic
analysis of the various evidence presented in front of them, instead prefer-
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ring to look generally at the factual gestalt before them.?”* But with parties
increasingly engaging forensic experts in cases involving e-mail evidence,
the lack of any coherent, systematic framework for analyzing proffered e-
mails in light of that forensic data is troublesome, particularly given that the
decisions that are available rely on divergent grounds.?”® Thus, in the next
section of this article we suggest such a framework.

A SUGGESTED FRAMEWORK FOR ANALYZING EVIDENCE-
BACKED ALLEGATIONS THAT A PROFFERED E-MAIL HAS BEEN
FORGED

To date, no authority has provided a framework to assist a court in
determining whether it has been presented with sufficient evidence to sup-
port a finding that an e-mail is authentic in the face of a specific, evidence-
backed allegation that it has been forged. We now suggest a framework
that provides for a systematic, efficient analysis of such evidence.

Step One: Has the proponent made a showing that the e-mail is reli-
able, such that it would be admissible in the absence of a challenge to
its authenticity?

a. If yes, move on. The proponent can ultimately make this show-
ing in any way the court deems acceptable, but previous courts
have allowed e-mails to be authenticated by testimony, produc-
tion by the opposing party, a showing that it is a business record,
the presence of a trade inscription, reference to other previously-

authenticated exemplars, and distinctive characteristics.??°

b. Ifno, the e-mail should be excluded. The proponent has failed to
carry his burden.??’

Step Two: Has the objecting party raised a specific allegation of forgery?
a. Ifyes, move on.

b. If no, the e-mail should be admitted. Generalized challenges to

the reliability of e-mail as a medium are insufficient.??®
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Step Three: Has the objecting party pointed to admissible evidence that

supports his specific allegations of forgery

9229

If yes, move on.

If no, the e-mail should be admitted. Specific challenges that are
raised without evidentiary support or that rely on inadmissible
evidence are insufficient.?*

Step Four: If the objecting party was a party to the e-mail, has he testified
that he did not send/receive the e-mail (as appropriate)? If the object-
ing party was not a party to the e-mail, go to Step Five.

If yes, move on.

If no, then the e-mail should be admitted.*' If the objecting party
was a party to the e-mail and declines to disavow the e-mail’s
authenticity, any other basis for challenging the e-mail is one that
should be made to the jury.?*?

Step Five: If the proponent was a party to the e-mail, has he testified that
he did send/receive the e-mail (as appropriate), and that he did not
alter the e-mail in any way? If the proponent was not a party, go to
Step Six.

a.

If yes, move on. But ensure that the proponent’s testimony suf-
ficiently binds him to the e-mail; testimony that simply describes
the e-mail’s characteristics or simple header data could be truth-
fully made even if the proponent has personally spoofed the e-
mail >

If no, then the e-mail should be excluded. 1f allegations of forgery
are present and the proponent declines to attest to the veracity of
an e-mail of which he has personal knowledge after being given
an opportunity to do so, the e-mail should be excluded.

Step Six: If the proponent was not a party to the e-mail, has he testified that
he did not fabricate or alter the e-mail, and that he believes it to be a
true and correct copy of what he purports it to be?
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If yes, move on.

b. If no, the e-mail should be excluded. If allegations of forgery
are present and the proponent declines to testify that he did not
fabricate the e-mail after being given an opportunity to do so, the
e-mail should be excluded.

Step Seven: If the e-mail was produced with full header data, does the full
header data either match known e-mails or otherwise show a lack of
tampering?

a. Ifyes, move on.

b. If no, the e-mail should be excluded. The e-mail has been
spoofed.?**

Step Eight: 1f an electronic copy of the e-mail exists on a server or per-
sonal computer, does the full header data match known e-mails or oth-
erwise show a lack of tampering? If no electronic copy exists, go to
Step Nine.

a. Ifyes, the e-mail should be admitted. Additionally, if neither par-
ty has custody of the original e-mail and the original cannot be
obtained from the third party who does have it, the e-mail should
be admitted.?*

b. Ifno, the e-mail should be excluded. The e-mail has been fabri-
cated.

Step Nine: If the e-mail does not exist on any server or computer, is it
possible for the e-mail to have existed without being captured by a
back-up tape or becoming otherwise viewable upon forensic review?

a. Ifyes, the e-mail should be admitted. There is no technical meth-
od to prove that the e-mail is forged, and the fact-finder should
weigh the testimony of the parties to determine its authorship.?*

b. If no, the e-mail should be excluded. The e-mail has been fabri-
cated.”’
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This framework should suffice for the vast majority of cases. It priori-
tizes testimonial evidence as the first method of determining authenticity as
amatter of efficiency. Ifa party is unwilling to testify that a proffered e-mail
is authentic to the best of their knowledge, then their opponent should be
able to exclude the e-mail on that basis without having to go to the expense
of obtaining forensic review of the message and soliciting expert testimony.
Likewise, if a party is unwilling to testify that they believe an e-mail that
they are attacking is not authentic, any forensic evidence they procure will
be offered in an attempt to disguise an attack on the general reliability of
e-mails as a specific attack on the e-mail at issue. By prioritizing testimo-
nial evidence, the parties can avoid retaining forensic experts to investigate
spurious claims, and the courts can avoid the ridiculous — but likely — cir-
cumstance of reviewing forensic evidence that attacks the credibility of an
e-mail when the proponent refuses to testify that they did not forge the very
e-mail that they have offered into evidence. Of course, courts should be
careful to ensure that testimonial evidence actually binds the witness to the
e-mail; a clever affiant can avoid actually testifying to the genuineness of the
e-mail by merely describing the characteristics of the e-mail.

In cases where both parties offer testimonial evidence, or where tes-
timonial evidence is not available or practicable, forensic evidence is ap-
propriate. But even then, it should be viewed logically; if the proponent can
produce an electronic copy of the e-mail with the original header data, then
that can allow the court to eliminate the vast majority of cases of e-mail
forgery without requiring the objecting party to do a forensic review of its
servers. It is only when the full header data is unavailable or shows no fraud
that the forensic review of server data becomes relevant, thus placing the
most expensive and time-consuming step at the end of the process.

Of course, the parties could also elect to circumvent this procedure by
following the neutral expert protocol outlined in Munshani; in such cases,
it is best for this to occur after both parties have sworn to the authenticity
(or lack thereof) of the e-mail, as it ensures that the expert’s time will be
worthwhile. At any rate, this framework provides parties with a rational,
cost-effective way to deal with allegations that an e-mail has been forged
and provides courts with a way to sift through the evidence that they have
been presented in a logical, systematic way. By using this framework,
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courts can exclude e-mails that are clearly fabricated while reserving any
e-mail that is potentially legitimate for the fact-finder’s review.

CONCLUSION

E-mails will continue to be the centerpiece of discovery for the fore-
seeable future. While attorneys and judges do not need to be able to write
code, they should have a working knowledge of the security issues that
impact the reliability of evidence that they routinely use. In this article,
we addressed one such issue — the problem of forged e-mails — and
explained why the basic standards used to authenticate unchallenged e-
mails fail to provide courts with any guidance in situations where forgery.
Existing decisions provide no systematic analysis of forgery claims. This
article also presented a framework for the analysis of such a claim, priori-
tizing testimonial evidence as the first line of inquiry in an effort to save
both litigants and courts the cost of forensic review in cases where it is
ultimately unnecessary. By using this framework, courts and litigants can
maximize efficiency while obtaining predictable, logical conclusions as to
the authenticity of a given e-mail.
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(no abuse of discretion where court refused to allow a minor victim to testify
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2,20006) (“documents produced by an opponent may be treated as authentic”);
contra Complete Conference Coordinators, Inc. v. Kumon N. Am., Inc., 915
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to create rule validating authentication by production absent any Illinois
authority but recognized that other jurisdictions (Tex. R. Civ. 193.7) and
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Servs., Inc., No. 3:08-CV-228-L, 2009 WL 2868485, at *6 (N.D. Tex. Sept.
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Mach. Co.,No. 3:05-CV-492-M, 2010 WL 2293406, at *5-6 (W.D.N.C. June 7,
2010) (citing Safavian, 435 F. Supp. 2d at 40) (court denies plaintiff’s motion
to strike e-mail exhibits finding that e-mails were authenticated because of
distinctive characteristics such as familiar Microsoft Outlook format, name
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“Hardin, Bill” appears in the “From” row); Ashley, 2009 WL 3785848, *2-4
(unauthenticated anonymous e-mails allegedly sent by criminal defendant
were properly excluded because they lacked “distinctive indicia of authorship,
such as the use of [defendant’s] nickname or information known solely by
[defendant],” and sender of the e-mails was “not apparent from the face of
the emails™); Lane, 2009 WL 2366431, at *5 (citing Fed. R. Evid. 901(b)(4))
(e-mails authenticated where, inter alia, co-conspirator’s e-mail address was
listed as “having subscriber information identifying [co-conspirator] with an
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address and telephone number that match the address and telephone number
listed on [co-conspirator’s] business website,” “business website contains
an ‘Email” button allowing visitors to email [co-conspirator],” and Web site
lists “the email address which matches the email address found on the emails
obtained by the Government”); Sanchez-Medina v. Unicco Serv. Co., No.
07-1880 (DRD), 2010 WL 3955780, at *5 (D.P.R. Sept. 30, 2010) (citation
omitted) (E-mails can be authenticated by their “authorship,” “additional data
such as the address of the original sender,” “the content of the information
included in the e-mail,” that they were sent and received from the relevant
e-mail system; however, the court did not consider the e-mails on summary
judgment because they lacked a “complete history of the conversations,”
“four pages of electronic messages,” a mention that “the documents attached
were sent to or received by” certain persons, and the origin of the attachments
was undetermined.); see generally Shah v. Eclipsys Corp., No. 08-CV-2528
(JEB) (WDW), 2010 WL 2710618, *14 (E.D.N.Y. July 7, 2010) (authenticity
of e-mail questioned where, inter alia, e-mail lacked a colon after “To” and
differed in appearance from other e-mails).

140 Reynolds v. Family Dollar Servs., Inc., No. 09-56-DLB, 2011 WL 618966,
at *4-5 (E.D. Ky. Feb. 10, 2011) (court excluded anonymous e-mail because,
inter alia, the “timing of the e-mail makes its authentication somewhat
suspicious” and the exact duplication of two sentences “leads the Court to
conclude that it may not be authentic”); c¢f. Amerisource Corp., 2010 WL
2730748, at *3 (court sanctioned defendant and its nonparty principal for
fabricating emails where, inter alia, principal verified both fake and real
emails as authentic but agreed that it was “impossible for the same email
account to send two different emails to the same address at the same time”).
14! Fisher v. Vizioncore, Inc., No. 09 C 6853, 2010 WL 4932612, at *1 (N.D.
I11. Nov. 30, 2010) (although pro se litigant’s email exhibits attached to motion
for summary judgment response were not properly authenticated, court held
that they have “sufficient indicia of reliability” “for consideration to the extent
they are relevant” because of the proponent’s pro se status. (emphasis added));
Green Ventures Int’l, LLC v. Guttridge, No. 2:10-CV-01709-MBS, 2010 WL
5019363, at *4, n.4, *11 (D.S.C. Dec. 1, 2010) (Defendants contested the
authenticity of e-mail exhibits attached to plaintiff’s amended complaint
because plaintiffs stated that “[t]he content of the various Exhibits represents
a limited selection of relevant e-mails and other material, and is not intended
to represent or constitute all or necessarily an exact duplication of the form
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of the material as originally communicated; ” however, the court reviewed
the e-mail exhibits in their entirety and concluded that they have “significant
indicia of trustworthiness” although it ultimately granted defendants’ motion
to dismiss plaintiff’s amended complaint. (emphasis added)); Reynolds, 2011
WL 618966, at *5 (court excluded anonymous e-mail because, inter alia, it
lacked “sufficient indicia of trustworthiness to allow its admission at trial”).
142 See, e.g., Safavian, 435 F. Supp. 2d at 40; see also Olsten Staffing Servs.
Corp., 657 F. Supp. 2d at 1034 (“even without a custodian, e-mails may
be authenticated through the e-mail addresses in the headers and other
circumstantial evidence, such as the location where the e-mail was found.”)
(citing U.S. v. Vaghari, No. 08-693-01-02, 2009 WL 2245097, *8-9 (E.D. Pa.
July 27, 2009); Safavian, 435 F. Supp. 2d at 39-42)); cf. Purdy, 923 N.E.2d
122 (e-mails authenticated where, inter alia, they “originated from or were
addressed to the defendant’s e-mail address™); see generally Shah, 2010 WL
2710618, at *13 (authenticity of e-mail questioned where e-mail lacked a
colon after “To”); see generally In re White, Nos. 09-BG-1012 & 10-BG-
795, 2011 WL 166079, at *44 (D.C. Jan. 20, 2011) (unpublished) (attorney
disbarred where court found, inter alia, that attorney falsified e-mails noting
that transmittal time on e-mail was inconsistent with facts, there were commas
instead of semicolons between addresses on the “cc” line, and incorrect
addresses on “to” line would have generated a notice of returned e-mail
“within milliseconds of the transmission”).

143 See Heinz Tschabitscher, What Email Headers Can Tell You About the
Origin of Spam, ABout.com, http://email.about.com/cs/spamgeneral/a/spam_
headers.htm (last visited August 12, 2009).

144 See id.

145 See, e.g., Lorraine, 241 F.R.D. at 554-555.

146 See generallyBozidar Spirovski, Tools for Detecting Spoofed Email Headers,
July 20, 2009, http://information-security-resources.com/2009/07/20/tools-
for-detecting-spoofed-email-headers/ (describing “from” information as
“very easily forged” and advising to “NEVER trust that information”). Simple
headers can be forged so that they both appear to be from a different source
and so that a party that attempts to respond to the e-mail will be directed to a
different source than the forger’s true e-mail address.

147 See generally Spirovski. Id.

198 See, e.g., Amerisource Corp., 2010 WL 2730748, at *2.

149 This was the required showing in Siddiqui. See 235 F.3d at 1322.
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10 See, e.g., Safavian, 435 F. Supp. 2d at 41.

151 Many cases involving specific assertions of forgery fail to rise to more than
bare assertion. See, e.g., Monte v. Ernst & Young LLP, 330 F. Supp. 2d 350,
358 n.2 (S.D.N.Y. 2004) (plaintift’s allegations of forgery failed where plaintiff
offered no evidence to support a finding that the defendant had fabricated or
altered the e-mails in question), aff 'd, 148 F. App’x 43 (2d Cir. 2005); see
also Massimo v. State, 144 S.W.3d 210, 216-217 (Tex. App.—Fort Worth 2004,
no pet.) (although defendant argued that someone was impersonating her and
sending threatening e-mails on her behalf, she could not point to any evidence
to support that assertion, and the e-mails were thus admissible).

152 See supra.

153 See Telewizja Polska USA, Inc. v. Echostar Satellite Corp, No. 02 C 3293,
2004 WL 2367740, at *7 (N.D. IlI. Oct. 15, 2004) (redacted e-mail excluded
when only evidence in support was testimony from president of plaintiff
company that the e-mail address on the proffered e-mail was his; president
testified that he did not remember sending nor recognize the e-mail, and the
recipient was unknown); see also Hollie v. State, 679 S.E.2d 47, 50 (Ga. Ct.
App. 2009) (e-mail excluded for failure to make prima facie showing when
only evidence offered in support was testimony from alleged sender that her
e-mail address was the one on the proffered e-mail; sender claimed to have
never seen nor sent proffered e-mail before, and recipient was not asked about
e-mail when she testified), aff 'd, 696 S.E.2d 642 (Ga. 2010). The proponents
in Telewizja Polska USA, Inc. and Hollie failed to make any showing beyond
the sender’s e-mail address; despite the low standard of the “distinctive
characteristics” test, this single fact is insufficient to make a showing of
authenticity even if the e-mails’ authenticity had not been challenged. See
also Hood-O Hara v. Wills, 873 A.2d 757 (Pa. 2005) (likely also under this
description, but the opinion is silent as to what showing the proponent initially
made).

154260 F.3d 330 (5th Cir. 2001).

155 See id. at 336-338.

156 Id

571d. at 338, n.2.

18 Jd. at 351, 353.

1597d. at 338, n.2.

10805 N.E.2d 998 (Mass. App. Ct. 2004).

161 Id. at 1000.
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162 [d

163 1d. at 1000-1001.

164 ]d. at 1001.

165 Id

166 [d

17 Munshani, 805 N.E.2d at 1001.

168 [d

19 Id.; see also Amerisource Corp., 2010 WL 2730748, at *1, *3, *7-8 (court
sanctioned defendant and its nonparty principal jointly and severally in the
amount of $50,000 payable to plaintiff and $50,000 payable to court clerk
where court found that nonparty principal created and defendants intentionally
repeatedly relied on fabricated e-mails in bad faith; defendants falsely testified
to the authenticity of the altered e-mails numerous times).

170 Munshani, 805 N.E.2d at 1002.

171828 N.E.2d 341 (11l. App. Ct. 2005).

12 1d. at 346.

'3 Id. at 346-347.

74 1d. at 347.

' Id. at 351.

176 Downin, 828 N.E.2d at 351.

177 [d

178 See id. at 346, 351.

17 Additionally, there was no showing that the original, electronic copy of
the e-mail was unavailable (and thus the IP addresses could not have been
authenticated), nor was there any further analysis of the expert’s testimony
that the e-mail was sent from Downin’s e-mail account “through” a different
domain. It is unclear from the opinion whether this means that the victim’s
e-mail account was registered at the hotmail.com domain, or if this was
evidence that the victim had forged the e-mail by changing the header
information. At any rate, it appears that this was simply not explored.

180 See generally Downin, 828 N.E.2d 341.

181 See generally id. Although the opinion states that Downin “challenged
the genuineness of the documents” after they were admitted, it is silent as to
whether he did so before they were authenticated. See id. at 351.

82In practice, a purported author of an e-mail who fails to offer testimony
disavowing authorship of the e-mail is not truly making a claim that the e-mail
was forged. Instead, they are attempting to present evidence of the fact that
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e-mails can be forged as evidence that a particular e-mail /as been forged. If
the purported author of an e-mail attempts to enter forensic evidence attacking
the e-mail, but will not actually testify that they did not send the e-mail, the
forensic evidence is really only attacking e-mails in general, not that specific
e-mail.

183 Downin, 828 N.E.2d at 346.

'8 The opinion is silent as to whether Downin testified, but given the court’s
recital of the others witnesses’ testimony, it seems very unlikely that Downin
testified and the court found it unnecessary to note that fact. See generally id.
1852007 WL 4730651, at *1.

186 [d

187 Id

188 [d

189 Id

1% Brown, 2007 WL 4730651, at *2.

191 Id

192 [d

193 ]1d. at *1.

194 Defendants’ Memorandum of Law in Support of Their Motion to Exclude
Purported E-mails From Consideration on Summary Judgment at 8-15,
Brown, 2007 WL 4730651.

195 Memorandum in Response to Defendant Great-West’s Motion to Exclude
Purported E-mails from Consideration on Summary Judgment at 5-8, Brown,
2007 WL 4730651.

1% Defendants’ Reply Brief in Support of Their Motion to Exclude Purported
E-mails from Consideration on Summary Judgment at 4-5, Brown, 2007 WL
4730651.

97 Brown, 2007 WL 4730651, at *4.

198 [d

199 See generally Memorandum in Response to Defendant Great-West’s Motion
to Exclude Purported E-mails from Consideration on Summary Judgment at
5-8, Brown, 2007 WL 4730651.

200 See 540 F. Supp. 2d 421 (W.D.N.Y. 2008), aff 'd in part and rev’d in part,
329 F. App’x 304 (2d Cir. 2009) (“Bell Appeal”).

201 Bell, 540 F. Supp. 2d at 423-425.

202 See id. at 428-430.

23 1d. at 428-431.
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204 d. at 429.

25 Bell, 540 F. Supp. 2d at 428-429.

26 See Delesus Dep. 10:12-14:12, 34:5-35:6, 68:7-20, Oct. 10, 2006, Bell,
540 F. Supp 421; see also Plaintiff’s Memorandum of Law in Opposition
to Motion for Summary Judgment at 5, 7, Bell, 540 F. Supp. 2d 421 (citing
Thomas Aff., Ex. C (DeJesus Dep. excerpts)).

27 See Bell, 540 F. Supp. 2d at 429-430.

28 See Defendants’ Memorandum of Law at 13-15, Bell, 540 F. Supp. 2d 421.
29 [d.; Bell, 540 F. Supp. 2d at 429.

210 Defendants’ Memorandum of Law at 14, Bell, 540 F. Supp. 2d at 429.

21 Defendants’ Memorandum of Law at 14, Bell, 540 F. Supp. 2d at 421, 429-
430.

212 Defendants” Memorandum of Law at 14-15, Bell, 540 F. Supp. 2d at 421,
429-430.

213 Reply Memorandum of Law in Support of Motion for Summary Judgment
at 11-12, Bell, 540 F. Supp. 2d 421.

214 Bell, 540 F. Supp. 2d at 430.

215 Id

216 See Statement of Facts Not In Dispute at 17, Bell, 540 F. Supp. 2d 421
(“Mr. Bell does not know if the alleged May 21, 2002 e-mail was a forgery.”).
217 Bell, 540 F. Supp. 2d at 430.

218 Id

219 Bell Appeal, 329 F. App’x at 306.

20 See Reply Memorandum of Law in Support of Motion for Summary
Judgment at 11-12, Bell, 540 F. Supp. 2d 421.

21 See supra.

22 See supra.

223 See supra.

24 See supra.

225 See supra.

226 See supra.

27 See generally note 139, supra. Note that this is where Bell should have
ended; the fact that Bell’s proffered e-mail did not even contain the same font
or format as the truly authentic, uncontested e-mails should have precluded
any further analysis. See Reply Memorandum of Law in Support of Motion
for Summary Judgment at 11-12, Bell, 540 F. Supp. 2d 421.

228 See, e.g., Safavian, 435 F. Supp. 2d at 41.
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229 See note 138, supra.

20 See note 128, supra; see also Grimm et al., supra note 86, at 365-366
(because authenticity in this context is ultimately a matter of conditional
relevance, evidence offered to show an e-mail’s authenticity — or lack thereof
— must itself be admissible) .

21 This should be the general rule in cases where Fifth Amendment waiver
concerns are not an issue. Where this framework would require a criminal
defendant to testify — and the defendant has not otherwise elected to testify
so as to make the issue moot — we suggest that the court skip this step
and proceed as if the defendant had so testified. As the prosecutor already
shoulders the burden of avoiding the use of perjured testimony, allowing a
criminal defendant’s objection to be raised without the necessity of testimony
should not result in any significant changes in procedure or trial efficiency.
For a discussion of the prosecutor’s duties here, see, e.g., U.S. v. Creek Nation,
295 U.S. 103 (1935) and Giglio v. U.S., 405 U.S. 150 (1972).

22 Note that this is where Downin’s analysis should have ended if it were a
civil case, or if Downin had already testified so as to make Fifth Amendment
waiver issues irrelevant. See supra.

23 Failing to require such binding testimony could give rise to a situation
similar to that in Munshani — except that the spoofer would have the benefit
of being able to point to a truthfully-executed affidavit. This could allow a
clever litigant to delay matters for months as a matter of litigation strategy
while simultaneously avoiding the sanctions that were leveled against
Munshani in that case.

24 This allows the court to exclude the vast majority of forgeries. Comparing
the full header data to that of known e-mails will let the court see if the e-mail
addresses in the full header match those in the simple header, and determine if
the server names that the e-mail passed through match the server names used
in known exemplars. This can be done by the court, or by anyone with basic
computer knowledge; extensive work by a forensic expert is unnecessary at
this stage.

235 A party may subpoena an e-mail service provider for information regarding
the identity of specific e-mails; and if the e-mail account holder consents,
as required by the ECPA, to allow the e-mail service provider, like Yahoo
or Google, to release the content of an e-mail account, then this data can be
examined and compared to the proffered e-mail for evidence of tampering.
See Beluga, 2010 WL 3749279, at *3.
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26 As stated supra, Bell’s analysis should have ended after a simple comparison
of the proffered e-mail and the known exemplars, which demonstrated that
the proffered e-mail was forged. Were that not the case, Bell was arguably
decided incorrectly and the e-mail should have been admitted into evidence;
although it may have been unlikely that the e-mail was genuine, there was no
way to preclude a finding that it was, and it should have been left to the jury
to decide. See supra.

Z7This step represents where the court in Brown eventually ended up,
demonstrating that the framework we have offered here can substantially cut
down on the amount of work parties and courts need to do in order to address
forgery allegations. See supra.
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