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 Randi Singer’s willingness to work with technology goes back to her days after college as a the-
ater administrator. “I ran a network and would literally have to repair it by tracing the wires, finding a static electricity buildup 
and releasing it—by shocking myself.” She became involved in privacy from an advertising and IP background. “The issue was 
becoming how do you protect data that isn’t exactly IP and doesn’t fall into the trademark or patent or copyright bucket?” 

 Singer also focuses on privacy from a transactional perspective. “At Weil Gotshal, the spectrum 
of deals is fascinating. And you see the different ways that people approach things, and the concerns are different for different 
organizations.” While there are certain areas that must be covered, Singer bases her approach on what clients are looking to 
protect. She also works to help companies define what personally identifiable information they have and what the param-
eters are to protect it. She aids companies by being sensitive to customers’ expectations, such as when supermarket chain 
A&P went bankrupt and had to address customer information compiled through loyalty cards.

 Many cybersecurity solutions are being driven by technology and self-regula-
tion. “It’s going take the courts forever to catch up, and legislation may not be fast either.” That includes the ability to access 
information. In a global economy, policy regulations will also need to become more consistent. “It’s untenable for companies 
to be subject to the laws of 50 states and suddenly have the rug pulled out in terms of data transfers from Europe.” Lawyers 
also need to become more tech-savvy. “It’s important for lawyers to be able to know if the IT people know what they are talk-
ing about.”

Randi W. Singer
Weil, Gotshal & Manges LLP

 Rhea Siers spent 30 years with the government working on cybersecurity and intelligence. “I 
was in cybersecurity before it was even ‘cyber.’” Along with cyber operations, she is familiar with privacy and data issues, as 
well as threats in the cyber domain. When she retired from her government work at the NSA, FBI and Department of State, 
she went into academia. “I didn’t think I’d be practicing law, but I appreciate getting companies to the right place in terms of 
cybersecurity.”

 Siers believes that companies have been too reactive. “We are working to really prepare com-
panies ahead of time for incident response and create a successful cyber playbook. So when they have an incident, they are 
able to react.” She also works with counsel to help them understand the true areas of risk. “A lot of the news reports are scary, 
but the key is to practice, practice, practice ahead of time.” 

 There will be an incredible increase in regulatory practices related to cyberse-
curity, both at the state and federal level. “For example, state regulation on financial institutions will skyrocket. Also, the SEC 
will expect more protections.” Companies will need to assess their liability in terms of insurance. “We will see a mushrooming 
effect in terms of what’s appropriate and protects them through insurance.” Boards of directors also need to have regular 
conversations about cybersecurity that are not too technical. “Especially in the legal practice, cybersecurity cannot be so 
exclusive. We need more people, and a lot have to be working on policy and law, not just technology.”

Rhea Siers
Zeichner Ellman & Krause LLP and  
The George Washington University Center  
for Cyber and Homeland Security
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