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The Advent of Autonomy Drives Novel
Considerations for Insurance in a
Driverless World

By John P. Mastando lll, Jay R. Minga, and Yonatan Shefa

Widespread access to advanced autonomous vehicles remains a futuristic
scenario, but that future — which will have a significant impact on the
insurance industry — is fast approaching. Developments in AV technology
have already begun to disrupt considerations for vehicle manufacturing and
insurance,* as reflected by industry authorities’ new vocabulary for these
emerging trends. Novel questions of liability likewise have surfaced since
technological error may also need to be considered along with driver error.2
These phenomena have begun to stir new ideas around who carries what
insurance. Additionally, both state and federal legislation have started to
address the new technology, with a diversity of state legislative activity, and
federal legislation underway. The uniformity of legislation, or lack thereof, is
sure to impact the growth of AV technology and the insurance sector.
Moreover, regulation of data and privacy stands to affect insurance coverage.
Auto insurance may experience interesting changes.

What is Autonomy: New Nomenclature May Reflect a New
Insurance Paradigm

The new AV discourse evidences this new paradigm. The Society of
Automotive Engineers describes six levels of automation in terms of driver
engagement. These range from Level 0, all-human driving, to Level 5, no
human involvement. The intermediate levels vary in the driving the AV
performs, under which circumstances, and the human oversight required.?
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Consider the current state of vehicle technology insurers operate in. Most vehicles are considered Level 0. Some
publicly available vehicles offer Level 1 automation that handles either (1) steering or (2) braking and acceleration
assistance, but not both simultaneously.* Certain car companies offer vehicles with Level 2 capabilities of “partial
driving automation” that manage steering, acceleration, and braking in certain circumstances, but require the driver
to remain alert, often with hands on the steering wheel. To date, no vehicles sold to consumers in the U.S. possess
automation Levels 3 to 5, under which an individual no longer needs to actively supervise driving.® A few companies
such as Waymo (which provides driverless taxi services via an app) and Nuro (which offers driverless delivery
services and has been featured in advertisements for Domino’s Pizza) possess truly driverless vehicles, but those
AVs operate commercially in limited circumstances and locations.®

The AV Industry Has Brought Us to the Cusp of a Paradigm Shift

As AVs advance to Levels 3 and beyond, issues of liability and insurance coverage may become increasingly
complex. Even in a Level 3 AV, where an autonomous system handles all driving in certain situations, the driver
must remain ready to take over upon request.” In these situations, commentators argue that human oversight will be
implicated if an accident occurs, and personal auto insurance relevant.® However, as human oversight diminishes,
product liability may become increasingly prominent, as it already is when vehicles malfunction.® As driving
changes, insurance may follow.

Tesla — whose vehicles offer semi-AV features — has been experimenting with specialized insurance programs. In
October 2017, Tesla, partnering with Liberty Mutual, launched a car insurance product called InsureMyTesla,
tailored for Tesla vehicles.® In 2019, Tesla shifted gears with an in-house Tesla Insurance program, working with
State National Insurance Company. The insurance program, open to owners of Tesla vehicles, is currently available
only in California, though Tesla expressed plans to expand later in 2021.%*

Waymo, for its part, announced in December 2017 a partnership with Trov to insure its passengers.? Trov, an
insurance startup, allows companies to offer embedded insurance products to their customers, such as, with
Waymo, trip-based insurance coverage.*® Reportedly, Trov would provide Waymo passengers insurance for lost or
damaged property and trip-related medical expenses.'# Although Trov still advertises its partnership with Waymo,
Waymo'’s app more recently indicates Blanket Accident Insurance coverage is available to passengers through
Liberty Mutual.?®

State Legislation Has Begun to Create New Insurance Frameworks

As AVs evolve, federal and state statutes and regulations appear poised to have an impact on the insurance
industry. The Hawaii Legislature recently found that twenty-nine states and D.C. have enacted legislation, and
governors in eleven states have issued executive orders, regarding AVs.® Such regulations, and how they vary, will
be important to watch.

While auto insurance regulation is currently a function primarily of state law, the National Highway Traffic Safety
Administration (NHTSA) has issued guidance for states regarding AV liability and insurance regulation. The NHTSA
considerations include: (a) allocation of liability among AV owners, operators, passengers, manufacturers, and other
entities in the event of a crash; (b) determination of which parties should carry vehicle insurance; and (c) operation
of laws allocating tort liability.” Further, NHTSA suggests that entities applying to test AVs on public roadways be
required to prove ability to satisfy judgments for damages, and cites the American Association of Motor Vehicle
Administrators’ recommended minimum requirement of $5 million in insurance.!®

Concerning liability, with higher-level AVs not yet available to consumers, many existing state AV laws regulate
manufacturers and commercial service providers permitted to test AVs on public roads.?® In line with NHTSA's
guidance, states like New York and Washington require the testing entity to maintain a $5 million insurance policy.?°
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States like California, which allow AVs to operate for testing and non-testing purposes, seem to require AV
manufacturers to maintain a $5 million insurance policy in either context.?! States like Nevada have a $5 million
insurance requirement for testing,?? but have different requirements in commercial contexts, such as $1,500,000 per
accident while an AV operates as part of a transportation network company (TNC), also known as a rideshare
company.?3 Still, other states, like Arizona, simply provide that the entity testing or operating the AV meet applicable
insurance requirements.?*

Which entities must carry insurance similarly varies by state and context. Certain states appear to offer flexibility in
certain situations. For example, in Nevada, an entity testing AVs on a highway must submit proof of insurance, but
for a monitored AV provider operating a vehicle for a TNC, TNC insurance may be provided through one or a
combination of policies by any one or a combination of the TNC, driver, and monitored AV provider.?® In Florida, an
AV used as part of a TNC must be covered by a specific insurance policy maintained by either the AV owner, the
TNC, or a combination of the two.%® Separately, Florida permits the operation of low-speed delivery AVs not capable
of human occupancy.?” Such AVs may be covered by a policy belonging to either the AV owner, the teleoperation
system owner, the remote human operator, or a combination thereof. States like Texas seem to simply provide that
the AV maintain liability coverage.?®

Federal Law Could Potentially Introduce Radical Changes to Auto Insurance: State
Preemption, Cybersecurity & Privacy

While federal AV law has been slower to develop, a bill called the Safely Ensuring Lives Future Deployment and
Research in Vehicle Evolution Act, or Self Drive Act, was reintroduced in the U.S. House of Representatives in June
2021, after Senate opposition in 2017, and failing to gain traction when reintroduced in 2020.2° Among other things,
the bill preempts states from maintaining regulations of the design, construction, or performance of AVs unless
identical to standards prescribed under the bill, and instructs the Secretary of Transportation to establish a “Highly
Automated Vehicle Advisory Council” within NHTSA.3°

Some Self Drive Act provisions will interest insurance industry stakeholders — even if the draft bill says relatively
little regarding AV insurance, other than to state that its preemption provision should not prohibit state regulation of
insurance.®! For example, Section 5 would prohibit manufacture or importation of “any highly automated vehicle,
vehicle that performs partial driving automation, or automated driving system unless such manufacturer has
developed a cybersecurity plan.”*? Under Section 5, such cybersecurity plans would provide for mitigating
reasonably foreseeable vulnerabilities from cyberattacks, and preventive and corrective action against such
vulnerabilities, including measures to safeguard key controls and systems. This cybersecurity plan requirement is
notable because various commentators have asserted that networked AVs could enable damaging cyberattacks.3
For this reason, many experts believe that demand for cybersecurity insurance will increase with AVs in the market,
and some have suggested that auto insurance policies might include cybersecurity riders.3*

The Self Drive Act also would require AV manufacturers to develop privacy plans under specific criteria.
Commentators have noted AV data may interest auto insurers for their own use and to potentially monetize.3®
Accordingly, insurance industry actors have expressed concerns over the potential for disparate state data
standards, and have stated that federal standards might be useful.3®

Takeaways

m  The development of AVs may introduce changes to the auto insurance industry.
= New auto insurance models have accompanied novel AV developments.
m The increasing number of states enacting AV regulation may play an important role in auto insurance’s future.

= Auto industry stakeholders will want to monitor whether the Self Drive Act gains more traction this time around.
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Revisiting the Messy Math of Business Interruption Losses in
the Aftermath of COVID-19 and Other Recent Disasters

By David L. Yohai and Heather Weaver*

Courts across the globe are flooded with business interruption insurance claims arising out of the COVID-19
pandemic, extreme weather events, cyberattacks and other catastrophes. COVID-19 has affected nearly every
business, especially wreaking havoc on those in the hospitality, travel and entertainment industries. Natural
disasters are also devastating businesses in growing numbers, and are expected to worsen due to climate change.
Likewise, cyberattacks are surging, causing businesses to shut down for weeks at a time. Now, more than ever,
business interruption insurance has proven to be a critical component of every business’s insurance portfolio, with
some businesses relying on the recovery of pending claims to ensure their survival.

This article discusses the challenges that COVID-19 and other recent catastrophes present when calculating
business interruption claims. It surveys the two common approaches adopted by courts, examines their outsized
impact on an insured’s recovery and discusses how the influx of new decisions will change the business interruption
landscape. It also analyzes how the underwriting process is evolving to account for the economic impact of these
recent disasters.

Courts are Divided on Whether to Consider Post-Loss Market Conditions in Calculating
Business Interruption Losses

Large-scale catastrophes devastate local and regional economies. Courts are split on whether to consider post-loss
market conditions in calculating the insured’s business interruption losses. While a major catastrophe is likely to
financially depress affected areas, the impact on businesses is varied. Some businesses, such as hotels and home
improvement retailers, may actually prosper in the aftermath of a hurricane given an increase in demand for their
goods and services. This raises the question of whether such businesses should be able to recover for the
increased profits they would have earned had they been able to continue operating. Alternatively, questions arise as
to whether an insured’s losses should be reduced if the insured would have generated minimal revenue or even
operated at a loss in the post-catastrophe environment.

Courts generally follow one of two approaches: 1) the “Economy Ignored” approach, which calculates the loss as if
the peril had not occurred; or 2) the “Economy Considered” approach, which calculates the loss as if the peril
occurred but the insured was not damaged. Neither approach inherently favors the insured or insurer. Whether a
given approach is coverage maximizing or coverage minimizing turns, in part, on the type of disaster, nature of the
business, and policy language at issue. However, the court’s approach can drastically impact recovery.

The Economy Ignored Approach

Under the Economy Ignored approach, courts look to pre-loss income to determine a business’s expected profits in
a hypothetical post-loss world where the catastrophe never occurred.

Coverage Maximizing

In Finger Furniture Co. v. Commonwealth Insurance Co.,* the insured furniture retailer was forced to close its stores
due to flooding.? When Finger reopened, its sales skyrocketed.® The insurer sought to reduce Finger’s business
interruption losses by its post-storm profits.* Rejecting this argument, the Fifth Circuit found that the policy did not
allow one to “look prospectively to what occurred after the loss,” requiring the loss to “be based on historical sales
figures.”
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In Consolidated Companies, Inc. v. Lexington Insurance Co.,° the Fifth Circuit considered whether an insurer could
rely on post-catastrophe market conditions to reduce an insured’s recovery, since the depressed post-Katrina
economy would have reduced their profits even if they had not been damaged.” The court again found that the jury
was “not to look at the real-world opportunities for profit post-Katrina, but instead was to decide the amount of
money required to place [the insured] in the same positions in which it would have been had Katrina not occurred.”®

Coverage Minimizing

The Fifth Circuit maintained its Economy Ignored approach with a pro-insurer holding in Catlin Syndicate Ltd. v.
Imperial Palace of Mississippi, Inc.® An insured casino whose revenue spiked when it reopened before its
competitors after Hurricane Katrina argued that its claim should be calculated using its higher post-hurricane sales,
increasing its claim by $70 million dollars.*® Unpersuaded, the court held that “sales figures after reopening should
not be taken into account” and directed the parties to use historical sales figures to determine the loss.'!

The Economy Considered Approach

Under the Economy Considered approach, business interruption losses are calculated based on a hypothetical
situation where the peril occurred, but the insured was able to continue operating.

Coverage Maximizing

In Levitz Furniture Corp. v. Houston Casualty Co.,*? a furniture retailer that suffered flood damage sought to recover
for its “lost opportunity” to benefit from increased, post-disaster consumer demand.*® The insurer argued that
business interruption coverage was designed to place the insured “in the position it would have been had no loss
occurred,” and, absent the flood, there would have been no increased demand for Levitz's products.* Favoring the
insured, the court found that the policy allowed for recovery of earnings Levitz would have made “had no business
interruption occurred, i.e., had Levitz not been forced to shut down after the flood.”*®

Coverage Minimizing

In Penford Corp. v. National Union Fire Insurance Co.,*¢ flooding damaged the insured’s manufacturing facility.*’
Penford sought to bar the opinion of the insurer’s expert that Penford’s losses should be adjusted downward to
account for the effect of the 2008 recession.*® Finding in favor of the insurer, the court held that “unfavorable market
conditions” were “relevant to the question of what Penford’s likely revenues would have been in the absence of the
flood” as the recession would have affected Penford’s earnings even if the flood did not occur.®

The Influx of Business Interruption Cases Will Reshape the Landscape for Post-Catastrophe
Damages Calculations

Recent precedent analyzing the proper method for calculating business interruption claims is limited.?° That will
soon change as courts begin to resolve the thousands of pending COVID-19 and other business interruption claims.
To date, the analysis of COVID-19 claims has focused on whether insurers have an obligation to pay (e.g., whether
the presence of a virus constitutes a “physical loss” under the policies), not how much they should pay. Before long,
in those cases that survive, courts will shift gears to focus on the value of those claims, a complex but critical
process for both insurers and insureds.

The method adopted by courts in COVID-19 cases in particular, where businesses experienced extended closures
and restrictions, could impact the value of a claim by tens or even hundreds of millions of dollars. This is especially
true given COVID-19's major economic impact. For many businesses, the Economy Considered approach could
potentially be harmful as courts could find that those businesses would have taken a financial hit even if they had
continued operating given reduced consumer demand. Alternatively, a court could find that if a business had been
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able to continue operating without its competitors, demand would have increased due to the limited supply or access
to other similar businesses.

The calculation of COVID-19 business interruption claims is further complicated by the fact that restrictions and
regulations were constantly changing. As a result, the income of certain businesses fluctuated considerably based
on various factors such as the season and state of the pandemic. For example, when a national emergency was
declared in March 2020, most restaurants were forced to shut down completely. Many restaurants then reopened for
takeout and delivery. Eventually, restaurants were permitted to reopen for indoor dining but with varying capacity
restrictions. During the warmer months, many restaurants converted their outdoor spaces to maximize business. All
of these factors, which remained in flux over an extended timeframe, complicate the calculations of COVID-19
business interruption losses.

The resolution of COVID-19 claims will also affect the calculation of other types of business interruption claims. For
example, courts in many jurisdictions, including those that have not yet addressed the issue, will be forced to set
precedent regarding which approach to take when calculating business interruption losses. COVID-19, in general,
will also affect the value of pending and future claims given its substantial economic impact regardless of which
approach a court adopts. Under the Economy Considered approach, some businesses will struggle to show that
their income would not have plummeted regardless due to COVID-19, while others might be able to establish a
pandemic-related increase in demand for their goods or services. Under the Economy Ignored approach, COVID-19
may still affect claim calculations because recent sales data preceding the loss event could reflect atypical numbers
due to COVID-19. For example, a question arises as to how the historical profits of a business affected by Hurricane
Ida should be calculated if the business experienced pandemic-related supply chain disruptions and labor
shortages. This raises other questions regarding whether a longer lookback period would more accurately reflect the
revenue of a particular business over time, and therefore be a more appropriate business loss calculation.

Avoiding the Unknown Through Inclusion of Clear Policy Language

The COVID-19 pandemic has underscored the importance of a meaningful underwriting process and more
meticulous policy drafting so that the coverage being afforded is clear and predictable. Many business interruption
policies include standard language measuring the insured’s recovery in terms of the insured’s net income “had no
loss occurred.” While some courts interpret “loss” to mean the peril (consistent with the Economy Ignored
approach),?! others interpret “loss” to mean damage to the insured (consistent with the Economy Considered
approach).??

Given these conflicting interpretations, some insurers have sought to add clarifying policy language expressly
denying an insured’s recovery of advantageous post-catastrophe market earnings. Such provisions, typically
referred to as “favorable conditions” clauses, exclude the consideration of “any Net Income that would likely have
been earned as a result of an increase in the volume of the business due to favorable business conditions caused
by the impact of the Covered Cause of Loss on customers or on other businesses.”?® These provisions, which first
became popular following Hurricane Katrina,?* exist in many of the policies at issue in COVID-19 and other business
interruption claims working their way through the courts.?®

Few cases have addressed the impact of “favorable conditions” clauses on post-loss recovery and, thus, the
pending cases will play a significant role in clarifying the law in this area. The limited cases dealing with this issue,
however, have not all favored insurers.?® Because the policy language typically requires that the favorable business
conditions be “caused by” the insured peril, some courts are disinclined to apply them where the changed economic
conditions are tied to other external events. For example, in Hampden Auto Body Co. v. Owners Insurance Co., the
court permitted expert testimony considering advantageous post-catastrophe profits despite a “favorable conditions”
provision because the increased business demand stemmed from a series of subsequent storms and not only the
storm that caused the interruption to the insured’s business.?” This raises interesting questions regarding the
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effectiveness of these provisions in today’s environment where natural disasters are more frequent and often
overlap.

In light of COVID-19 and the uptick of other disasters, insureds and insurers will be incentivized to include policy
language clarifying how post-catastrophe economic conditions will affect the calculation of business interruption
losses. For example, insureds may seek to exclude “favorable conditions” clauses, and instead include language
that would allow recovery of any increased profits that would likely have been earned due to beneficial business
conditions after the catastrophe. Insurers will likely continue to push for “favorable conditions” clauses to exclude
recovery of any increased profits due to the post-catastrophe economy. Both sides may wish to ensure that their
respective language applies regardless of whether the favorable post-loss business conditions were caused by the
peril that initially interrupted the insured’s business. For example, if an insured hotel is forced to shut down after
sustaining fire damage, and then a subsequent hurricane increases demand for that hotel, the insured will want to
make sure that it can recover those increased profits even though the fire is what caused the hotel to close. To the
contrary, an insurer will want to ensure that the “favorable conditions” clause excludes recovery of increased profits
regardless of whether the fire or a subsequent hurricane triggered the increased demand.

It is also possible that insurers and insureds will increasingly wish to avoid the uncertainties of post-loss economic
conditions altogether, and agree to include policy language that would allow an insured to recover based on its
historical sales data and financial performance before the loss occurred. To ensure further predictability, the parties
may seek to define the lookback period in the policy so that there is no debate as to the timeframe that should be
considered in calculating losses. These are just a few ways that insurers and insureds can manage expectations
and clarify coverage on the front-end to avoid unforeseen circumstances arising out of major crises such as COVID-
19 and other recent disasters.

* Associate Sherry Safavi, who is not yet admitted, assisted with the drafting of this article.
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DeFi: Blockchain Risks Make the Case for Blockchain
Insurance

By John P. Mastando lll, Jay R. Minga, and Aaron J. Brogan

A surge of interest in blockchain has resulted in a growing insurance market. The technology famously behind
Bitcoin has expanded into an entire “Decentralized Finance” ecosystem, colloquially known as “DeFi.” Some
observers claim that the abundance of blockchain-native financial products that have sprouted offer new
opportunities to the public and the insurance industry. Prominent commentators, including SEC Chair Gary Gensler,
have declared DeFi a “Wild West” — with many highlighting new risks such as smart contract risk, governance risk,
and oracle risk that present novel drivers of insurance demand.! This new frontier has been said to offer insurers the
chance to delve into new markets, improve fraud detection and pricing, and reduce expenses. Insurers have
harnessed blockchain technology to build novel products as well.?2 Understanding the developing regulatory
environment will also help insurers navigate this expanding market.

Beyond Bitcoin: Building Blockchains Have Laid a Groundwork of Opportunity

Blockchain technology, a type of Distributed Ledger Technology (DLT), refers to the infrastructure and protocols for
otherwise independent computers to simultaneously access, validate, and maintain data by replicating, saving, and
updating identical copies of a ledger without a central authority.3

Bitcoin, first outlined in 2008, is generally considered to have been the first blockchain used effectively as a store of
value.* But by design, the Bitcoin blockchain is limited to being a medium of exchange by functioning as a record of
transactions. By contrast, many observers have traced the origin of DeFi to around 2015 when a new blockchain
called Ethereum introduced the capacity for developers to embed business applications, or “smart contracts,” on the
blockchain.® The technology enabled sophisticated decentralized financial products.® Thus, DeFi was born.

In the paradigmatic DeFi protocol, a smart contract is coded to “lock” some value on the blockchain, and will unlock
upon a predefined event. A protocol can thereby act as a decentralized and automatic investment or lending vehicle.
Likewise, corporate governance of these smart contracts can be designed to be decentralized.” For example, Aave,
currently the largest DeFi protocol, allows users to invest and earn interest, and uses the pool of capital from those
investments to fund smart contract lending.® In exchange for depositing funds, users receive Aave tokens, which
entitle them both to propose and vote on governance changes, their vote proportionally weighted by their tokens’
value.®

Analysts have suggested that smart contracts lower barriers of access to financing; increase efficiency,
interoperability, and transparency; and reduce costs associated with disputes.'® The DeFi sector has reportedly
grown to over roughly $100 billion in market capital.*

Insurance Options Have Appeared In Connection With Risks Unique to DeFi

While commentators generally have suggested that DeFi offers decentralized financial products, they have also
widely identified novel forms of associated risk. Bitcoin insurance policies for risk of theft or loss coverage have
already appeared. For instance, the cryptocurrency exchange Coinbase announced the purchase of $255 million in
such coverage from Aon in 2019 — to cover crypto assets held in so-called “hot” storage, reportedly meaning the
assets were stored “essentially online and open to potential hacks.”*? Daily price fluctuation can also make for
additional considerations when insuring assets such as Bitcoin, but this has led insurers to innovate.? Lloyd’s
notably advertises a “first of its kind liability policy” that provides “flexible limits” that increase or decrease in
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accordance with price changes of crypto assets to “indemnif[y] for the underlying value™ even if that value fluctuates
over the policy period.*

Beyond cryptocurrency, commentators have identified a number of other risks unique to DeFi including: (1) smart
contract risk, (2) governance risk, and (3) oracle risk.'®> Observers have further noted the potential of rapidly
emerging DeFi regulation. Analysts have commented that competent insurance options may be important to the
continued growth and viability of the space.'® Speaking to Forbes about DeFi insurance, Marouane Hajji, blockchain
entrepreneur and founder of crypto insurance platform Unslashed, stated: “[Insurance is] really the bedrock on
which everything else is built . . . It's of paramount importance for banking, trade, international commerce, anything
in finance really, relies on insurance.”*” A closer look at certain of these risks and the insurance offerings already
emerging to respond to them highlights the development of insurance in the rapidly growing DeFi space.

Smart Contract Risk

Analysts have indicated that DeFi faces a variety of unique and novel risks, which also offer opportunity for the
insurance industry.*® The first of these has been called “smart contract risk.” Analogous to drafting issues in
traditional contracts, smart contracts are vulnerable to coding errors. Such errors — or hacking exploits designed to
take advantage of them — can divert the value stored inside smart contracts or render it inaccessible. If a
mechanism to correct a fault in the programming is lacking, value can even be irretrievably lost.*°

Over the past few years there have been reports of attacks on DeFi platforms causing substantial losses.?°
Famously, a DeFi protocol known as the Distributed Autonomous Organization, or DAO — established to build a
smart contract venture capital firm — suffered a hack in 2016 and lost $50 million in value. This loss led the core
developers behind the Ethereum blockchain to hack the hacker to retrieve the lost value and then execute a so-
called “hard fork,” reprogramming the Ethereum blockchain itself to unwind the transactions.?!

Such smart contract risk has produced demand for insurance products. While traditional insurance options to deal
with DeFi risks are reportedly still limited, DeFi insurance based on blockchain technology has begun to appear.??
One such market entrant, Nexus Mutual, claims to have grown to insure over $1 billion in value.??

Nexus Mutual insures against errors or hacks in blockchain transactions resulting in loss.?* The insurance product is
advertised as operating in a discretionary mutual structure, whereby those purchasing the product become
members of the product structure who receive voting rights to whether a claim should result in a payout.?®> The
members commit cryptocurrency to fund share pools of collateral against smart contract vulnerabilities.?® Members
pay a small fee, and acquire an “NXM token” that entitles them to participate, as well as to vote on governance
decisions.?” Then, members can “stake” (put up as collateral) cryptocurrency to fund a pool for a smart contract, or
enter the details of a DeFi investment — including among other things the amount of value and the duration for the
investment that will be covered — and receive a quote.?® Insured users can then at any time submit a claim, which
is paid when approved by the vote of members, subject to any governance measures instituted by the members.?°

Numerous other blockchain-based insurance protocols are also currently on offer or in development in the space.*
Traditional insurers too have begun to venture into blockchain-based smart contract solutions — for instance, in the
case of Allianz, to automate catastrophe swap transactions (financial instruments in which an insurer pays a third
party to assume the risk of a defined catastrophic event in exchange for a string of payments).3!

Governance Risk

Another core risk category driving novel insurance offerings in the space has been termed “governance risk.”3?
While some DeFi protocols are purely autonomous after launch, many build in governance procedures, as
mentioned above.** Commentators have suggested that protocols utilizing decentralized governance may be at risk
of a malicious actor exploiting procedures to drain value from a protocol.3* Observers have further noted that, while

Weil, Gotshal & Manges LLP Q4 — November 2021 12



Insurance Bulletin

as of August 2021 there had not yet been a successful governance attack on any Ethereum-based DeFi protocol,
such attacks might arise at some point in the future.®

Analysts point to more subtle governance risks that have led to new insurance opportunities as well. For instance,
some protocols rely on a practice called “slashing,” which incentivizes consistent processing performance by the
entities hosting the blockchain by exacting a predefined monetary penalty for lack of compliance.®® Launched in
June 2021, the platform Unslashed offers policies to insure against certain risks including slashing.3” Unslashed’s
decentralized insurance protocol has reportedly issued nearly a billion dollars of insurance coverage.3® In one
example, Unslashed provides $200 million worth of slashing coverage for a prominent DeFi protocol Lido, which
allows users to invest or “stake” tokens for a return.3®

Oracle Risk

“Oracle risk” presents a third core category that commentators have identified as particular to DeFi.*° Oracles are
systems or third parties that transfer information from the outside world into a blockchain system. For instance,
Chainlink is a decentralized oracle network that provides data feeds, such as the price of Bitcoin, to many DeFi
platforms, like Aave, which enables loans and interest on deposits.** Without oracles, DeFi protocols are isolated
from the outside world, and outside information like price data is necessary to make many protocols useful.*?
However, analysts have indicated that these oracles can also pose a potential point of weakness for malicious
actors to attack.*® One such exploit, highlighted by a security researcher known by the Twitter handle “samczun”
affected the DeFi plaforms bZx and DDEX, exposing, at the time, the equivalent of $700,000 in value.** Later, when
the bZx platform was attacked in a different fashion, its co-founder nonetheless emphasized that the protocol was
bolstering oracle security in response, noting concern that oracles could “become a central point of failure.”*®

Other commentators have identified oracle risks as systemic.*¢ As one commentator noted, even if a technological
solution is found “it will still take many years for that system to become trusted. And as the pot of money controlled
by the oracles continues to grow, so too will the potential reward for someone who finds a flaw in the design.”*’

Despite the risk, observers suggest that oracles in their own right have a role to play in offering new opportunities to
the insurance industry. The decentralized oracle network Chainlink has advertised its potential use to build
“parametric” insurance products — meaning products that provide a pre-specified payout when triggered by a pre-
defined event, or parameter, without adjustment — by relaying real-world data onto the blockchain.*® Chainlink’s
representatives suggest that such parametric insurance contracts could insure against clearly defined events and
automatically provide a pre-agreed amount should the event occur.*® Indeed, backers of other parametric insurance
protocols have contended that such decentralized insurance could make possible reliable, automatic insurance
against difficult to predict events like earthquakes, without costly and time-consuming claims investigations.°

Regulation and the Compelling Path Forward for Insurance

While insurance in DeFi is clearly a growing market, developing regulation is sure to influence the future of the
industry. Observers have taken note of the breadth and speed at which regulatory action has begun to occur. China
recently intensified a crackdown on cryptocurrencies with a blanket ban on all cryptocurrency trading and mining.5!
The U.S. Department of the Treasury too issued sanctions blacklisting a cryptocurrency platform accused of
assisting cybercriminals to convert funds into traditional government-backed currencies, labeling a cryptocurrency
exchange, for the first time, a “malicious cyber actor.”>? Further, nascent U.S. federal regulatory action has begun at
the CFTC, the SEC, and the IRS.> The SEC notably has approved a Bitcoin futures-based ETF.>* No enacted
federal legislation has yet focused on DeFi, however, the currently pending infrastructure bill may change that.%®
The novelty of DeFi technology contributes to ambiguity as to the rules that DeFi must follow, and who will enforce
them.>6
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In this fluid space, enforcement actions are shaping the regulatory environment insurers will want to keep apprised
of. On August 6, 2021, the SEC issued an order, reprimanding Blockchain Credit Partners, operators of a DeFi
Money Market, in part for using smart contracts to sell digital tokens that offered specified returns, which the SEC
alleged was an unregistered securities offering.5” The DeFi Money Market operators were ordered to disgorge in
excess of $10 million in profits.>® Recent remarks by SEC Chair Gary Gensler portend further regulatory attention.
Gensler suggested that, in his view, Crypto assets are “highly speculative stores of value” that often “are offered and
sold as securities” and thus “are subject to the securities laws and must work within our securities regime.” Gensler
states that “significant gaps in investor protection” exist, and claims very broad SEC authority while also calling for
Congressional action to grant, among other things, “additional plenary authority to write rules for and attach
guardrails to crypto trading and lending.”>°

In particular, stablecoins have drawn regulatory focus. Stablecoins are crypto tokens that are pegged to some value.
Many are tied to the U.S. dollar, such as tokens called USDC, Tether, and Dai. But stablecoins may be pegged to
other assets, like gold — as in the case of the recently launched Djed.®° Stablecoins are said to facilitate crypto
market operation by reducing the volatility associated with other cryptocurrencies like Bitcoin or Ethereum.5!
Notably, in November 2020, Bridge Mutual, a decentralized insurance provider, announced an insurance coverage
offering for stablecoins, noting at that time “the massive $20B+ stablecoin economy, which is growing at an
exponential rate.”®? In recent remarks, however, Gensler likened stablecoins to “poker chips” and the SEC
prevented the cryptocurrency exchange Coinbase from implementing a plan to pay users interest on stablecoin
holdings.® Regulators have announced concerns that stablecoins are susceptible to the equivalent of bank runs
and could pose systemic risk.%* Stablecoins are said to have helped facilitate the growth of DeFi, and commentators
have suggested that it is unclear how their regulation could affect the industry as a whole.5®

At present, while the DeFi ecosystem and associated insurance offerings are growing rapidly, it is unclear how
emerging regulation will mold the sector. Understanding and readiness to advocate from a number of viewpoints will
be essential to anyone navigating this exciting space.
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