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The Defend Trade Secrets Act of 2015:
Attempting To Make a Federal Case Out Of
Trade Secret Theft – Part II

By David R. Fertig, Christopher J. Cox, and John A. Stratford*

Recently, legislators in both houses of Congress introduced the Defend Trade Secrets
Act, an amendment to the Economic Espionage Act that would create a private, civil
cause of action for trade secret misappropriation under federal law. In the first part of
this two-part article, which appeared in the October 2015 issue of Pratt’s Privacy &
Cybersecurity Law Report, the authors provided background on the issue and
explained the proposed legislation. This second part of the article discusses criticisms
and potential concerns about the proposed legislation and what trade secret owners and
potential defendants need to know.

CRITICISMS AND POTENTIAL CONCERNS ABOUT THE PROPOSED
LEGISLATION

Like prior legislation aimed at creating a private, civil cause of action for trade secret
misappropriation under federal law—including last year’s Defend Trade Secrets Act of
2014 and the Trade Secrets Act of 2014—the Defend Trade Secrets Act of 2015
(‘‘DTSA’’) has received substantial criticism and opposition. In an August 3, 2015
email entitled ‘‘Open Letter To The Sponsors Of The Revised Defend Trade Secrets
Act,’’1 several law professors asserted that certain criticisms leveled at last year’s
proposed legislation—including the charge that the proposed legislation will do
little to ‘‘harmonize’’ existing law or give trade secret owners a more effective means
of protecting and enforcing their rights2—apply with equal force to the DTSA.

For instance, because the federal legislation would apply only to trade secrets that are
‘‘related to a product or service used in, or intended for use in, interstate or foreign

* David R. Fertig is a partner in Weil, Gotshal & Manges LLP’s Litigation Department in New York,
representing clients in the finance, healthcare and life sciences, and technology sectors. Christopher
J. Cox is a litigation partner in Weil’s Silicon Valley office, where he leads the firm’s California
complex commercial litigation practice. John A. Stratford is a litigation associate in the firm’s
Silicon Valley office. The authors may be reached at david.fertig@weil.com, chris.cox@weil.com, and
john.stratford@weil.com, respectively.

1 See David S. Levine and Sharon K. Sandeen, An open letter to the sponsors of the revised Defend Trade
Secrets Act, (Aug. 3, 2015), available at https://s3.amazonaws.com/ftt-uploads/tradesecretletter2015.pdf.
(hereinafter, the ‘‘2015 Opposition Letter’’).

2 See Professor Brook K. Baker et al., Professors’ Letter in Opposition to the ‘‘Defend Trade Secrets Act of
2014’’ (S. 2267) and the ‘‘Trade Secrets Protection Act of 2014’’ (H.R. 5233), (August 26, 2014), available at
http://cyberlaw.stanford.edu/files/blogs/FINAL%20Professors’%20Letter%20Opposing%20Trade%20
Secret%20Legislation.pdf (hereinafter, the ‘‘2014 Opposition Letter’’).
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commerce,’’ a number of trade secret cases, the professors pointed out, will fall outside
the jurisdictional scope of the statute and, as a matter of necessity, continue to be
governed by state law and litigated in state courts.3 Furthermore, even in cases eligible
for treatment under the federal legislation, the federal courts would be required to look
to, and interpret, state law to resolve certain issues—such as the meaning and enforce-
ability of restrictive covenants and/or confidentiality agreements—which are likely to
be inextricably implicated by claims asserted under the federal statute.4 Thus, these
professors argue that the proposed legislation will not ‘‘harmonize’’ existing law but
will, at best, create redundancy and, at worst, produce less uniformity and more
inconsistency and confusion.5

Moreover, apart from its potential inhibitory effect on the ability to create a single,
uniform trade secret law, the professors suggest that the DTSA’s jurisdictional limita-
tion presents other potential drawbacks that threaten to undermine its utility as a
means for effectively protecting and vindicating intellectual property owners’ rights.
Inevitable arguments about whether a claimant’s purported trade secret is ‘‘related to a
product or service used in, or intended for use in, interstate or foreign commerce,’’ for
example, are apt to result in additional litigation and, as a result, added expense.6 They
also contend that, apart from considerations of cost, the tactical disadvantages asso-
ciated with such jurisdictional litigation may itself detract from the federal law’s utility.
For example, disputes and litigation over whether a particular trade secret falls within
the jurisdictional scope of the federal law might force a trade secret owner to identify,
with particularity, the precise nature of its purported secret at the very outset of the
litigation—something which trade secret plaintiffs typically are loathe to do before
discovery, both for tactical reasons and out of concern about the potential for inad-
vertent (and irretrievable) disclosure of their proprietary and competitively sensitive
information.7 Such jurisdictional wrangling may allow defendants to drag out legal
proceedings and force a trade secret owner to suffer protracted and infeasible delays at a
moment when time is of the essence if disclosure and/or use of its trade secrets—and
the resulting irreparable harm—is successfully to be avoided.

Finally, critics have argued that the DTSA also presents substantial concerns for
would-be defendants. The novel ex parte seizure provisions in the bill, they have
argued, threaten to permit seizure of a former employee’s assets (or, in the common-
place situation where an employee defects to a competitor of its former employer,
potential seizure of a competitor’s assets) without a full adversarial determination of

3 2015 Opposition Letter at 2; 2014 Opposition Letter at 3.
4 Id.
5 Id.
6 Id.
7 Id.
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whether the material in question constitutes a protectable ‘‘trade secret.’’8 The ex parte
seizure provisions, they contend, thus give rise to the troubling possibility that legit-
imate would-be competitors could be faced with the prospect of having their
businesses effectively ‘‘shut down’’—either temporarily or, in a time-sensitive situation,
permanently—without justification and/or an opportunity to be heard.9 And the mere
threat of being subject to such drastic seizure or, in the alternative, expensive anti-
seizure proceedings, critics have suggested—particularly when combined with the
prospect of a possible treble damages award—may be enough to force individuals
and less well-heeled competitors to capitulate to the threats of putative trade secret
plaintiffs merely to avoid the potentially devastating risk of seizure and/or costly
litigation.

WHAT TRADE SECRET OWNERS AND POTENTIAL DEFENDANTS NEED
TO KNOW

Despite any potential shortcomings, the DTSA appears to have the support of a
number of trade associations and prominent organizations across a variety of indus-
tries. For instance, according to the press release announcing the DTSA, supporters of
the bill include:

� The Association of Global Automakers;
� The Biotechnology Industry Organization;
� The Boeing Company;
� Eli Lilly and Company;
� General Electric;
� Honda;
� IBM;
� Intel;
� Johnson & Johnson;
� Micron;
� The National Association of Manufacturers;
� Nike;
� The Procter & Gamble Company;
� Siemens Corporation;
� The U.S. Chamber of Commerce;

8 See Eric Goldman, Congress is Considering a New Federal Trade Secret Law. Why?, Forbes (September
16, 2014), available at http://www.forbes.com/sites/ericgoldman/2014/09/16/congress-is-considering-a-
new-federal-trade-secret-law-why/.

9 2015 Opposition Letter at 3.
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� United Technologies Corporation; and
� 3M.10

Moreover, there appears to be widespread and increasing support for at least some
federal trade secret legislation among high-ranking legislators on both sides of the aisle.
Indeed, earlier this year, the White House itself urged Congress to modernize federal
law to ensure it could be used to pursue ‘‘insiders’’ who ‘‘abuse their ability to access
information to use it for their own purposes.’’11 Thus, the DSTA may indeed become
law, and businesses would be wise to monitor developments with respect to the DTSA
because of the significant impact it could have on, among other things:

� hiring and other human resource decisions;
� confidentiality policies;
� decisions regarding how and in what forum to pursue trade secret enforcement

litigation; and
� the potential risks and exposure associated with actual or threatened misappro-

priation.

For example, if the DTSA is enacted in its present form, companies hiring employees
from competitors would be forced to tread carefully and ensure that adequate proce-
dures and safeguards exist to avoid even the appearance of misappropriation, lest they
subject themselves to the possibility of a potentially devastating ex parte seizure and/or
exposure for treble damage awards—both of which conceivably could threaten a
company’s very existence. Likewise, trade secret owners faced with actual or threatened
misappropriation of their prized proprietary information will need to consider whether
to enforce their rights in state or federal court and the potential advantages and
drawbacks of each forum. While potential plaintiffs may relish the perceived advan-
tages of proceeding in federal court due to, among other things, the unique (and
potentially powerful) remedies afforded by federal law, the ability to effectuate nation-
wide service of process, and the possibility of easier and more effective nationwide
discovery, they would need to consider whether their putative trade secrets meet the
jurisdictional requirement for invocation of federal law, and, even if they do, whether
the cost and potential delays associated with possible jurisdictional squabbles—or the
potential need to identify their trade secrets with particularity at the very outset of
litigation and before any discovery has even been conducted—makes it advisable for
forego federal proceedings in favor of one or more state courts proceedings and reliance
on state law.

10 DTSA Press Release.
11 Press Release, Securing Cyberspace - President Obama Announces New Cybersecurity Legislative Proposal

and Other Cybersecurity Efforts (Jan. 13, 2015), available at https://www.whitehouse.gov/the-press-offi
ce/2015/01/13/securing-cyberspace-president-obama-announces-new-cybersecurity-legislat.
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